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Abstract: The Centre for Information Security; a national centre of competence; was
initiated to reduce the overall vulnerability related to ICT systems in Norway. The trial
period ran from 2002-2005, and the centre is now permanently established. This pa-
per presents the centre as it was operated during the trial period. The main activities
performed are described, together with experiences and learning made. Recommenda-
tions to similar initiatives to be established are provided.

1 Introduction

The dependence on ICT in the society of today is increasing, leading to greater vulnerabil-
ity when it comes to both intended and unintended incidents. Secure and robust computer
systems and networks are conditions for trade, government administration and private in-
dividuals to utilize technology for productivity and economic gains.

Establishing a centre of expertise for information security was one of the measures taken in
Norway for securing computers and networks. The centre was established by the Ministry
of Trade and Industry April 1st 2002 as a three-year pilot project. Today, the centre has
been established as a permanent organisation.

In this paper, experiences from the trial period will be presented and challenges met, to-
gether with lessons learned, will be discussed.

2 Background

This section presents the main goals for the centre in the trial period as given by the Nor-
wegian authorities and discusses the practical situation of the operational centre including
resources, possibilites and constraints.
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2.1 Mandate

The aim of the project was to establish a centre, which in the longer term could assume
the responsibility for national coordination of incident reporting, warnings, analysis, and
exchange of experience related to threats against ICT systems. The establishment of the
Centre for Information Security (SIS) was part of a national strategy for reducing the
society’s vulnerability to information and communication technology (ICT) threats as rec-
ommended by The Vulnerability Committee in June 2000 [1].

The main goals of SIS were:

• to provide an overview of threats towards Norwegian ICT systems,

• to obtain and share information, expertise, and knowledge about possible threats and
relevant countermeasures,

• establish contact and cooperation with organisations providing similiar services in
other countries.

The target audiences of SIS were:

• commercial companies and government departments, regardless of size,

• national security authorities, who could benefit from utilizing information from SIS,

• politicians and others who could utilize the information as a basis for considerations
about the state of security in the society.

The centre was supposed to be a supplement to exisiting efforts on ICT security in Nor-
way, and one of the main purposes of the trial period was to decide how such a centre of
expertise best could function in cooperation with exisitng authorities. As such, the centre
was given no formal authority and no responsibility regarding security and preparedness
in emergency situations during the trial period. However, these were important issues to
consider when deciding how, or if, the centre should be established on a permanent basis.

2.2 Selection of place of operation, resources and staff

There were several bidders for the contract to operate the centre during the trial period. The
contract was rewarded to an independent research organisation, SINTEF 1 [2], together
with the organisation reponsible for management of the educational and research network
in Norway, UNINETT 2 [3]. The main reasons for this decision were:

1SINTEF is the largest independent research organisation in Scandinavia. Each year, SINTEF contributes to
the advancement and development of about 2000 Norwegian and overseas companies via research and develop-
ment activities.

2UNINETT provides network services for Norwegian universities, colleges, and research institutions, and
handles other national ICT tasks. UNINETT is owned by the Norwegian Ministry of Education and Research
and consists of a parent company and four subsidiaries.
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• the belief that it would be easier for the centre to establish trust relationships and
information exchange with private and commercial organisations [4] if it was not
part of a governmental body;

• UNINETT’s operational experience from managing their own computer emergency
response team (CERT); and

• SINTEF’s significant experience with successful management of large projects.

The centre was physically located at SINTEF in Trondheim, and the staff were employees
from both SINTEF and UNINETT. The resources of the centre was 4-5 full-time positions
each year and about 8 people were part of the centre staff at any given time. Only the
general manager worked full-time on the project, as it was considered valuable and educa-
tional for the technical staff to also spend time participating in relevant research projects
and the daily operation of the UNINETT CERT.

The premises of SIS were secured in accordance with the Norwegian Security Act [5]. This
was done due to the level of confidentiality that might apply to security related information
handed to the centre from different organisations. Also, a dedicated computer network,
physically segregated from any other network, was set up so that confidential electronic
information could be handled in an appropriate manner.

3 Operation

This section discusses the methods used to achieve the centre’s main goals: information
gathering, information sharing, and international cooperation.

3.1 Information gathering

When the centre was established, one of the first and most important things to consider was
what kind of information was needed to fulfil our goals and how to get that information.
The Internet was a natural source of information; well-established web sites and mailing
lists posting information about recent vulnerabilities, the digital newspapers writing about
incidents and their impact, and companies publishing vulnerability reports, threat reports
and similar. Although our task was to gather information about threats relevant for Norwe-
gian ICT systems, these sources were valuable as the Internet has no national boundaries,
and most threats and attacks are as likely to happen in Norway as in any other country with
such high connectivity.

However, one of the things we did ponder was if anything, and if so what, is special
about Norway that may have an impact on what vulnerabilities and threats are the most
relevant. One of the more obvious things is the high level of high-speed connectivity.
Almost 50% of all households and companies in Norway are connected to the Internet
via a broadband connection [6], which means that a large number of computers are online
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constantly. This probably means that computers in Norway are a tempting target for those
wishing to exploit idle resources in for instance a botnet [7].

To confirm our beliefs and to acquire more knowledge, not about attacks and vulnerabil-
ities in general, but about the situation in Norway in particular, we had to look for other
sources of information than what is publicly available on the Internet. We had initially ex-
pected to receive incident reports from all kinds of Norwegian organisations, and believed
that such reports would be the main basis for us when presenting an overview of threats
towards Norwegian ICT systems. We started out by visiting about 60 organisations oper-
ating within different business sectors to present ourselves and the centre, and to invite the
organisations to report experienced incidents to us. Trust is a major issue when it comes to
security, and we quickly realized that it was important to establish personal relationships
before we could expect to get any information. Unfortunately, it turned out to be very dif-
ficult to gather incident reports. The willingness to report was limited or non-existent, not
mainly because of trust issues, but because the organisations were concerned about the ef-
fort required for reporting, and whether they would get anything in return from the centre
that would make the reporting worthwhile. At that time it was difficult for us to show the
return value to the organisations because we needed the information to be able to produce
something useful - and without any useful products it was hard to get the information.
Some companies wanted practical help on incident handling, but given the centres limited
resources it was not possible to provide such services. Also, giving hands-on advice on
specific systems requires hands-on operational experience.

We realized that we had to look for yet other sources of information, and we needed ways
of getting more informal information. The key issue was that providing us with information
should require minimal effort from the organisations and preferably also be of immediate
value to them. We started participating in fora where relevant people already met, to listen
and learn and also to discuss issues. This in turn lead us to establishing groups within
specific business sectors for information sharing on ICT security, and this turned out to be
one of the main accomplishments of the centre. By gathering representatives from several
organisations within the same business sector, we created arenas for the participants to
share experiences and knowledge, to establish a network of peers, and for us to get input
to our work.

3.2 Information sharing

Sharing information and knowledge was the second goal of the centre. There is no use
in gathering important information if no one gets to learn from it. The target audience of
SIS included almost everyone apart from home computer users. As a result, the centre
identified and established several ways of communication.
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3.2.1 The website and mailing lists

The main platform for communication was the centre’s website, www.norsis.no [8]. On
the website we published:

• News - mainly related to incidents and situations in Norway

• Alerts - recently detected vulnerabilities, and different viruses and worms

• Advisories - we wrote advisories on issues like how to set up a firewall, intrusion
detection, passwords, certification, awareness, and malicious code. We also estab-
lished an agreement with US-CERT [9] that allowed us to translate and publish their
advisories. All information on the website was in Norwegian as we wanted to make
sure that it was readily available and understood by everyone in our target audience.

• Threat reports - including advice on countermeasures. These were revised 2-3 times
a year.

• Monthly reports - summaries of news and events from the previous month, including
recent known attacks or incidents and newly detected vulnerabilities.

We offered e-mail alerts on all these matters to inform subscribers of when we published
new information. By the end of the trial period there were around 600 visits a day on
our web site. Feedback from our target audience showed that especially the advisories
and the threat report were frequently used for communication towards management and
customers.

3.2.2 Information sharing in specific business sectors

As previously mentioned the centre initiated and facilitated information sharing groups
that brought together people working on information security in different organisations
within the same business sector. Sharing information about incidents, challenges, and so-
lutions increases competence as well as the level of security among the involved parties.
In many organisations, one person alone is responsible for information security, and it is
therefore valuable to have a network of peers for discussing common issues and exchang-
ing experiences. Information sharing can not be achieved without trust and confidence.
The topic is sensitive for many organisations, and although the purpose is not to reveal all
vulnerabilities and weaknesses, the value of participating increases when the discussions
can be based on openness.

SIS established two such groups; one for the transportation sector and one for the financial
sector. 10-15 organisations participated in each group. The meetings were initiated by SIS
and hosted by the participants in turn. SIS and the current host planned the meeting togeth-
er, and selected participants as well as external experts contributed with presentations. The
most important thing to do for each meeting was to schedule enough time for discussions
and exchange of experiences.
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Within other business sectors like telecommunications, power and energy, oil and gas, re-
search and education, and local government, arenas were already established where infor-
mation security could be put on the agenda. There was therefore no need for us to establish
new groups. Our purpose was not to introduce ICT security managers to even more meet-
ings and commitment, but to make sure that information sharing was taking place in all
business sectors. In some of the already existing groups mentioned, SIS participated on
the same level as all others, without facilitating the meetings. In others, SIS’ presence was
not appropriate. However, we would like to stress that the main goal was for the activity
to happen, not for SIS to participate.

The two groups for information sharing established by SIS have been successful. The
response from the participants have been positive, we managed to facilitate for openness
during discussions, and we have been told that some of the participants have started to
cooperate based on acquaintances made during the meetings. The work showed that it is
possible to establish groups where trust and confidence can be built, and the participants
dare to be more open here than on other arenas about challenges related to information
security in their organisations.

3.2.3 Presentations and speeches

We started early giving talks on conferences and seminars, and continueddoing this through-
out the whole trial period. We also gave lectures to students in colleges and universi-
ties, and arranged courses in cooperation with interest groups within information security.
These were excellent ways of reaching a larger audience with our message and increasing
the awareness-level in the society. Our talks covered a broad range of topics on information
security. The overall threat assesment for Norwegian ICT systems were our most common
topic - including real examples, but also more specific challenges like securing wireless
networks, performing risk analyses, increasing awareness among employees, and secure
software engineering were part of our repertoire.

3.2.4 Participation in work groups

To be able to contribute more directly to work within information security in Norway, we
participated in several work groups and projects.

Survey on underreporting of computer crime A survey is performed every second
year [10], mapping computer crime and attacks towards Norwegian organisations. It is
assumed that many incidents are never reported to the authorities, and this survey is an
attempt to uncover what is really happening. The survey is inspired by the annual CSI/FBI
Computer Crime and Security Survey [11]. SIS assumed an active role in planning the
survey and analysing the collected data. As this survey is the only source of statistical
data on computer security incidents in Norway, having access to the data proved very
valuable for us. Publishing survey results helps in getting attention, and the results clearly
demonstrate the current state of information security and what issues need to be adressed.
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Public information security portal (Nettvett) The Norwegian Post and Telecommuni-
cations Authority initiated work on establishing a web portal on information security for
both individual home users and for organisations [12]. SIS participated in the work group
planning and implementing this web portal, and it was introduced to the public in April
2005.

Research project on protection of critical information infrastructure The Norwegian
Defense Research Establishment is currently running the fifth part of a project named BAS
- Protection of the society [13]. This is a project that in the earlier stages has looked into
vulnerabilities in different sectors, and part five is concentrated on protection of critical
information infrastructure. SIS provided information and participated in discussions on
topics that were of relevance.

Establishing an annual national conference on ICT security SIS took an active role
in establishing a national conference on information security and participated in the pro-
gram committe for the conference Sikkerhet og sårbarhet (Security and Vulnerability).
This conference is organised by the Norwegian Computer Society [14], and is arranged in
Trondheim in May annually since 2003. Through this work we were able to put relevant
challenges on the agenda and promote the importance of meeting for discussing informa-
tion security.

3.3 International cooperation

The third goal for the centre was to cooperate with organisations offering similar services
in other countries, partly because we assumed that the challenges in other countries were
similar to what we experienced in Norway and it would be valuable to exchange informa-
tion, and partly to determine if that assumption actually was correct. Regulations, culture,
and economical and governmental issues vary between countries, and could affect the way
that organisations in a given country are vulnerable, are able to deal with these vulnerabil-
ities, and are able to cooperate.

It was natural to us to start with looking to the other Nordic countries. A year after SIS was
established we arranged a two-day Nordic workshop in Trondheim. Sweden, Denmark,
and Iceland were represented, but Finland was not able to participate. It was a successful
workshop where contacts were made and we learned a lot from eachothers’ situations and
experiences. Such a workshop was held again in the following two years, in Denmark and
in Sweden, and there will be more meetings in the future. This is now an established group
called the Nordic CERT Forum (NCF).

There exist international networks where members of CERT-teams exchange information.
Probably the most important is the FIRST (Forum of Incident Response and Security
Teams) network [18]. To get access to information and mailing lists one need to be a
member of FIRST, and a team can only become member if nominated by two other teams
that already are full members. SIS did not apply for FIRST membership during the trial
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period, because UNINETT was already a member so we did have an existing connection
and access to information. Attending the FIRST annual conference was valuable to SIS as
it is the premier international meeting-place for members of CERT teams.

On the European level we participated in the TF-CSIRT [20] network and attendend some
of their meetings. TF-CSIRT is a task force sponsored by TERENA (the Trans-European
Research and Networking Association) [19] and the main goal of the task force is to pro-
vide a forum for exchanging experiences and provide information to new CSIRTs in Eu-
rope.

The technical staff at SIS attended the training course for computer incident response
teams (CSIRT) which were organised under the TRANSITS (Training of Network Secu-
rity Incidents Team Staff) European project. The project ended in 2005, but the CSIRT
training courses will continue in cooperation with FIRST. Through our participation in the
TRANSITS course, we established contact with NISCC (National Infrastructure Security
Co-ordination Centre)[15] and UNIRAS (UK Government CERT) [16] in Great Britain.
They have been in business for almost 15 years, concentrating on incidents and informa-
tion sharing in critical infrastructure. SIS established further cooperation with NISCC and
UNIRAS specifically focusing on experiences with information sharing groups in different
business sectors, which was an important priority for both parties.

4 Challenges

In this section we summarize the main challenges we experienced in trying to achieve SIS’
goals.

4.1 Information gathering

As previously mentioned we experienced a hard time trying to obtain incident reports from
organisations. We had to rely heavily on open sources and more informal ways of getting
information.

4.2 National coordination of efforts

SIS was established to provide knowledge and competence on information security both to
the governmental and the private sector. Prior to SIS, there were several government min-
istries and organisations that had some sort of authority or responsibility for issues related
to information security within their business sector, but they were not well-coordinated.
However, this did not change significantly when SIS was established. SIS, though being a
coordinated national effort, was funded primarily by one ministry. Several other ministries
continued, or even expanded, their own competence efforts on information security even
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after SIS was established. SIS was not intended to serve everybody, and separate initiatives
were needed for instance for police and defence. However, as there were a lot of efforts
being established in parallel, it proved hard for SIS to assume the coordinating role the
centre was intended to have.

One of the main goals of SIS were to establish contact with similar initiatives in other
countries. However, such relationships are based on trust and personal relationships and
requires stability. As SIS was a trial project with a limited timeline and uncertain future, it
was hard to get access to some arenas and networks. We sometimes got the response that
we should get in touch again when the future of the centre had been determined. Additon-
ally, SIS was not the only information security initiative in Norway, and responsibilities
and roles had not been explicitly assigned resulting in uncertainty as to who should be the
primary national contact for the different international fora.

4.3 Critical infrastructure and responsibility

SIS was never supposed to focus on critical infrastructure as part of the target audience -
in the trial period. It is clear that what is considered critical national infrastructure needs
special protection and a high level of security awareness, and there is another organisation
having this responsibility already. The problem is that ”critical infrastructure ı̈s not clearly
defined, and many organisations do not know if they are part of it or not. And if an or-
ganisation is considered critical, it is not clear if the whole organisation is concerned, or if
SIS ould still address the non-critical parts of it. This still remains an unresolved issue in
Norway.

4.4 An ever-changing mandate

Initially, SIS was supposed to base a lot of its work on incident reports. However, as time
evolved, the steering committee for the trial project decided that SIS should not perform
CERT activities like incident information collection and analysis. This was partly due to
the fact that other efforts emerged who wanted to assume this responsibility.

Also, the target audience changed. Initially SIS was supposed to serve all private organisa-
tions as well as government bodies and this was what we were working toward. But after
a while, the target audience was redefined to being small and medium-sized enterprises
(SMEs) only, which meant a tremendous setback in our work on networking and partic-
ipating in meeting arenas. Most of the identified arenas were only visited by the large
enterprises, and we had also mainly established contact with the larger enterprises. SMEs
have considerably less resources to spend on security work, which means they needed
our help even more. Hence the shift in target audience was a justified choice, but it also
means that they participate in fewer meeting arenas and are therefore considerably harder
to reach. And there are a lot more of them.
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4.5 Lack of long-term planning

A drawback with being a trial project, is the limited possibilities for performing long-term
planning due to uncertain funding. The budget allocations was made on a year-to-year
basis, the amount depending on the overall national budget. The last year of operation
was also marked by the fact that some decision about a continuance was to be made, and
allocations were made for only six months at a time.

5 Recommendations

In this section, some recommendations are given based on experiences made and chal-
lenges met during the SIS’ trial period.

5.1 Sufficient backing and stable conditions

Operating under uncertain economic conditions and with short-term perspectives is not for
the best when establishing new services. It might be better to go for a permanent solution
from the beginning.

When new initiatives are supposed to have a coordinating role on a national level, it is
important to have support from several ministries to avoid competing initiatives and to be
sure of what is the distribution of responsibilities. Support from only one ministry, com-
bined with budget allocations on a year-to-year basis, makes such an initiative vulnerable
when it comes to governmental changes, for example elections.

5.2 CERT activities

Small and medium-sized organisations have a great need for advice and help on informa-
tion security, both preventive work and incident response. On the area of preventive work,
SIS’ presentations and advisories were very popular and frequently referred to by others,
but we also clearly saw the need for instant help in emergency situations, which we were
not able to provide. The best for this audience is to have only one instance to deal with, so
a centre of competence should ideally be able to provide services within both areas.

Also, regarding international contacts, being a CERT gives a lot more credibility than
having just a consultative function. It makes it easier to get access to fora like FIRST and
TF-CSIRT where world elite expertise meet and exchange knowledge.
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5.3 Authority

SIS did not have any power during the trial period, but given a permanent establishment,
having a role of authority would make it easier to obtain access to certain fora where im-
portant decisions are being made. A centre for information security should be a natural
actor when it comes to preparing laws, regulations, and standards. Having a role of au-
thority could also help in clarifying responsibilities with other efforts on the same subject
area.

6 Conclusion

A national centre of competence on information security is an establishment that may have
great value for the audience given that the conditions are well arranged. This paper has
provided a presentation of how such a centre was operated during a trial period in Norway,
and some challenges met during operation are discussed. In other countries, the general
terms will be different, but we believe that our experiences may be used as inspiration and
guidance for others going to establish national initiatives.
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