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Abstract: This paper presents an approach to enhance the usability of anonymizing
networks, by creating a virtual anonymous IP-network. Users are able to communicate
as usual with additional protection of their privacy. We combine the deployed Tor
anonymizing network with virtual private networking – this allows for transparent use
of TCP applications or IP services. Support for typical services on IPs, like DNS, can
also be applied to anonymous IPs.

1 Introduction

The distribution and vast popularity of global networks like the Internet allow end users
to communicate world-wide. Unfortunately most end users and even professionals do
not pay enough attention to secure their systems and network traffic against intrusions,
eavesdropping or data analysis. These threats are often invisible, unencrypted sensible
data is send carelessly through the network. Even if sensitive data was encrypted, the
destination together with the origin of a message itself can contain sensible informations.

We will show how to conveniently hide sender and receiver in an untrusted environ-
ment, assuming the existence of secure operating systems, strong cryptography and an
anonymizing network.

The tool of choice for anonymous communication today is Tor[DMS04], the second gen-
eration onion router. A Tor-client can construct an encrypted circuit relayed over several
proxies, such that no single proxy knows the complete route. For data relayed through this
channel, it is quite difficult for most attackers[Dan03, KP04] to link a user.

Yet there are still some unresolved problems with Tor: DNS-queries are send in plain if an
application has not been correctly configured, thus leaking information that was meant to
be hidden away. The usage of “anonymous rendevouz points” is too complicated for the
average user. And there are many more.

Our solution to this problem are Virtual Anonymous Networks, abbreviated as VAN. They
allow a completly transparent access through the anonymizing network to the global net-
work, while keeping user-side configuration easy. Once the system has been configured
it can be used with any application. We build the proposed architecture using publicly
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available tools and evaluated it’s functionality to ensure practicability and usability. The
resulting network allowed e.g. easy anonymous peer-to-peer communication for every
application.

This paper is structured as follows: in section 2 we will describe virtual anonymous net-
works in more details. The results will be discussed in detail in section 3 where we will
also give an outlook and conclusions.

2 Virtual Anonymous Networks

We propose to deploy an IP-based overlay network that is able to anonymize data streams,
but can be handled like any other IP-network. Clients can connect to this network, like they
dial to an ISP. But the IP they get, is not linkable to them. They can then send and receive
data anonymously over this virtual line. Additionally it is possible to add typical service
functionality to this network, like dynamic name services (DNS). The communication
itself is not restricted by technical measures, unless introduced by the operators of the
network, like firewalling or limiting services.

This overlay network basically consists of a combination of two additional network layers.
The lower additional layer is an anonymization layer to take care of hiding the user’s true
identity. The upper overlay network is created with the help of virtual private network
services (VPN). Using the anonymization layer, users are then able to connect to one of
the VPN-servers and receive an IP from their private IP-range. If the virtual networks are
interconnected, all clients can communicate with each other, without knowing the other
user’s identity.

The VPN servers act as gateways from the local VPN clients to the outside network. A
VPN-server allows multiple clients to connect. Each client receives an IP from a given
range, and all traffic on this virtual overlay network is then either forwarded to the partici-
pating clients or masqueraded1 to outside IPs.

Although a single VAN-server would be sufficient to protect anonymity, we need multiple
VAN-servers to cope with the traffic load and to avoid a single server being a bottleneck.
The servers are mutualy fully connected. Traffic to the other networks is then directly
forwarded to the target VAN-server, who then forwards the data to its destination.

Implementation

To verify this architecture we actually build a small network consisting of five servers and
four clients. We used Tor on the lower additional layer to anonymize the traffic. The
anonymous IP network was created with the help of the software OpenVPN[ope04]. The
choice was made on the basis that it runs on most major platforms and is easy to set up
and adapt for our purpose. The VPN-servers must also be able to resolve their client’s
DNS-queries.

After the test clients connected to this network, they were able to send and receive IP-

1Another name for the technique is “network address translation”: the server proxies outgoing connections
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packets and thus use higher layer protocols and applications anonymously without any
problems or restrictions.

Related Works

A similar approach was proposed by Michael J. Freedman and Robert Morris in [FM02].
While their solution has similar usage characteristics, it differs in the deployment: Tarzan
acts like an IP layer and needs to be integrated into applications themselves, while our
approach does not need the applications to be modified or recompiled.

3 Discussion

As we showed in section 2, a user is able to communicate anonymously without any further
configuration steps. The anonymizing network prevents the VAN-server or an observer
from learning the identity of a user, so an IP address can’t be linked to a certain individual.
Having regular IPs as addresses, it is possible to assign ordinary fully qualified domain
names to anonymized IPs. Such, a name like medical-forum.net can be resolved to one of
those IPs, if the webserver of the organisation currently possesses this IP. The DNS-entry
has to be changed every time, the service changes it’s IP, but there are established solutions
to this problem.

Anonymity and Security in VANs

Security properties, like the degree of anonymity, have to be reconsidered in compound
architectures because they may be weaker than those of the single parts it consists of.

The anonymity of users in VANs is not better than those of Tor users without VAN. Al-
though both groups are equally protected against passive attackers, there are more possibil-
ities to actively attack a VAN user. If an attacker receives knowledge of a user’s anonymous
IP, he can profile and attack this user although he doesn’t know his real address. This is
impossible against Tor users without VAN. Possible attacks include port scanning and OS
fingerprinting. This can only be thwarted by the user with firewalling inbound traffic.

Although it looks convenient to apply DNS-services on anonymous IPs, this allows certain
impersonation attacks on anonymous services. If a service recently changed its IP, an
attacker can try to gain the old IP of the service and fake its website in order to do a man-
in-the-middle-attack. This can be prevented to some extend by cautious services, with the
help of SSL-secured services, e.g. HTTPS instead of HTTP. Thus the server authenticates
himself to the user and an impersonation has been made more difficult. Although this
doesn’t allow a service to clearly identify itself, it allows a user to check if she talks to the
same server every time.

Problems and Issues

The choice of the IP-range of the virtual network is crucial. The private IP-range 10.0.0.0/8
is used too often, such that a collision is likely in a global environment. The IP-range
192.168.0.0/16 is obviously too small for larger networks. The third private IP-range
172.16.0.0/12 is used seldom enough to be available and be possibly the best choice out
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of those three. Since most often only the lower subnets of those three networks are used,
collisions could be prevented by only using the upper half of those IP-ranges, namely
10.128.0.0/9, 192.168.128.0/17 and 172.24.0.0/13. Waiting for a wide support and intro-
duction of IPv6 is another option.

Another problem is that a central authority is needed to provide the VAN servers with
disjunct IP-ranges. Additionaly, the routing between the virtual anonymous networks must
be solved with regards to bandwidth efficiency and interconnectivity. The current approach
needs a fully connected network, which solves just that, but is prone to possible dropped
connections.

Last but not least, even this architecture does not protect the user who identifies himself
by his choice of software, the fingerprint of his operating system, or plainly by typing his
name and address into a webform. Application layer filters and proxies can provide some
help at this stage, but there is no satisfying solution right now.

Outlook

As we have seen, it is possible to create a virtual anonymous IP-network that enhances
the usability of anonymous systems and offers more features than the existing networks. It
also brings down the complexity of dealing with for the ordinary end-user, but in exchange
demands an operator to install and maintain multiple services.

Since the degree of protection of anonymity networks grows with the number of active
users, we consider it important for them to be highly usable and versatile. We showed
that current techniques can be extended by existing software in a way that allows most
convenient and secure usage of anonymity networks.

We look forward to see some of our ideas implemented in a single piece of software,
possible even as kind of a plug-in to Tor. Even if this does not happen, we’d like to suggest
the idea of having an anonymous IP-network that is accessible by everyone and able to
cope with all expectations of an educated user on security, usability and quality-of-service.
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