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Abstract: Recently, Distributed Hash Tables evolved to a preferred approach for de-
centralized data management in widely distributed systems. Due to their crucial char-
acteristics – namely scalability, flexibility, and resilience – they are quite interesting
for being applied in ad-hoc networks. But, there are plenty of open questions concern-
ing the applicability of Distributed Hash Tables in mobile ad-hoc scenarios: Do new
problems arise when both technologies are used together? – Are there any synergy ef-
fects when both technologies are combined? – Are the results and assumptions, made
for the infrastructural Internet, still true if a mobile ad-hoc network is used instead? –
In this paper, we discuss these and further questions and offer some solutions for using
Distributed Hash Tables in ad-hoc networks.

1 Introduction
Due to characteristics like flexibility, scalability, and resilience [BKK+03, SW04], Dis-
tributed Hash Tables (DHT) became a common approach for building decentralized self-
organizing networks of any size. On the other hand, ad-hoc networks gain greater impor-
tance due to the increasing occurrence of scenarios without a centralized infrastructure.
Whenever there is need for a scalable data management without any infrastructure, the
combination of ad-hoc network- and DHT-technology seems to be an obvious solution.
The question, whether this is a fruitful combination, will be discussed in this paper.

In general, DHTs have been developed for the infrastructural Internet, and therefore, some
basic assumptions can not be directly applied for the use in ad-hoc networks. In the follow-
ing, we will show the main differences between these network technologies, discuss re-
sulting problems, give solutions for dedicated problems, and will show scenarios in which
ad-hoc networks and DHT-protocols may be combined.

The Internet has been designed to be a reliable network and recently developed to a stable
and high-bandwidth infrastructure. If a single system fails, there are normally alternative
paths available for routing. This causes router failures to have low or not noticeable impact
on the global connectivity between peers. Topological changes are rare and consequences
mostly are of local nature.

In ad-hoc networks, the situation looks different. Every peer is also a potential router. As
a consequence, the effects on the network structure – caused by node movements, failures,
or the variations in reachability – are hardly predictable. The network experiences constant
changes because link characteristics may change frequently between neighboring nodes.
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Figure 1: Special characteristics of ad-hoc networks

This situation introduces specific requirements on flexibility and resilience of DHTs in
ad-hoc networks. Another difference between wired and wireless networks is that global
connectivity cannot be presumed in mobile ad-hoc networks. Even if the network splits
up in several parts the DHTs still have to be operational to enable communication between
nodes. Limited resources of mobile devices – such as computational power, memory,
energy, and bandwidth – complicate the situation even more. Consequently, mobile DHTs
have to use these scarce resources efficiently. Avoiding unnecessary transmissions may be
thought of as an example. In regions with a high density of nodes low bandwidth must be
expected because of the shared medium. Because of the long distances between nodes a
low signal quality have to be expected in regions with a low density of nodes. Therefore,
ad-hoc networks have an obviously lower bandwidth while the self-organization of the
network causes a noticeably higher overhead.

2 Using DHTs in Wireless Ad-hoc Networks
As shown in [BKK+03], numerous DHT approaches with versatile characteristics deter-
mined by the subjacent topological structure (routing geometry) exist. This structure in-
duces different characteristics regarding flexibility and resilience. A high flexibility in the
choice of neighboring nodes enables optimizations with respect to the underlaying net-
work topology. A resilient DHT structure can still operate without the need for evoking
expensive recovery-algorithms – even if many nodes fail at the same time. These issues are
essential for the DHT to react flexibly on topological changes of the underlying network.

2.1 Flexibility in the Choice of Neighboring Nodes

According to [GGR+03], the flexibility of a DHT is the ,,algorithmic freedom left after
the basic routing geometry has been chosen”. For a peer-to-peer system this freedom
is essential to build an efficient overlay-network. DHT structures with a high degree of
flexibility are capable of adapting the routing to the frequent changes in an ad-hoc network.
Two respective approaches have been proposed in [GGR+03].

Proximity node selection (PNS) describes the selection of nodes as optimal routing-table
entries. A node can build its routing table with respect to several criteria, e.g. hop-count,
delay, bandwidth, battery life, remaining capacity, or transmission power. As a result,
short paths and stable underlay-connections improve overlay routing. This pre-selection
of neighboring peers can be integrated into existing DHT protocols if the DHT structure is
flexible enough. As shown in [GGR+03], PNS can easily be achieved in ring-based DHTs.
The strict rules for building the routing table make an efficient PNS impossible for tree-,
butterfly-, or hypercube- based DHTs. With node movement in mind, the PNS procedure
has to be repeated from time to time to achieve continuous improvements.

Proximity route selection (PRS) can be used to find optimal routes when using a pre-

240



Figure 2: Node positions in the underlay network and the DHT

existing routing table. During the routing process a node can decide to which known node
the request will be routed to. This decision is made upon the same criteria which are
used for PNS. Less latency and a higher network stability can be achieved when routing to
weak nodes – which are likely to fail – are omitted. Depending on the geometric structure
used by a DHT, the routing protocol is able to adapt its routing behavior. According to
[GGR+03], hypercube based DHTs are very well suited to use PRS because of varying,
equidistant paths between two distant nodes (all are shortest). On the other hand, tree and
butterfly based DHT protocols are not capable of using PRS because there is only one path
decreasing the distance between two nodes. For this reason the routing algorithm does
not allow any variations. Ring-based DHT-protocols have to make a tradeoff between an
increased hop-count in the overlay and an eventually shorter or more stable path in the
underlay.

In wireless networks the inherent broadcasting of packets can be used to improve the peers
overlay routing, e.g. like ,,shortcuts” in the overlay network. Routing to these surrounding
peers causes just one hop in the underlying network which makes it very efficient. Keep-
ing the connections to these nodes causes only small amounts of locally restricted network
traffic. If the ad-hoc network protocol is able to analyze packets, a message can be inter-
cepted by a node which takes part at the routing process in the underlay network. This
node may redirect the request to a node which is closer to the destination. The decision
whether intercepting a message or not must be taken in respect to the progress that would
be achieved in the overlay structure compared to the distance on the alternative route. If
connection speed is not an issue, even nodes not directly involved in the routing may in-
tercept a message. The route can be changed, and a route change message has to be sent to
the node responsible for processing the routing request. If no route change message is re-
ceived within a specified period of time, the routing progress will be continued. However,
this procedure will decrease network traffic at the cost of increased latency. Route inter-
ception and active routing of non-involved peers can be used to achieve more redundancy,
leading to a more stable network in case of node failures.

2.2 Resilient Networks

DHTs are considered very resistant against node failures. Backup and recovery mecha-
nisms, which use distributed redundant information, ensure that no information is lost if a
node suddenly fails. Depending on the subjacent DHT topology, the DHT experiences a
reduced routing performance until the recovery has finished. [GGR+03] shows that espe-
cially tree and butterfly based topologies are vulnerable to node failures. Due to the high
flexibility of ring based topologies, these DHTs are still operable in case of massive node
failures.

When DHT protocols are used in an ad-hoc environment, resilience has to be considered
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as a very important issue. The resilience of a DHT determines how much time may pass
before expensive recovery mechanisms have to be evoked. As the quality of connections in
ad-hoc networks is highly dependent of the environment of the nodes, some nodes may be
temporarily inaccessible or poorly accessible because of node movement. If the recovery
process is started too early, an avoidable overhead is caused if the node becomes accessible
again. If the topological structure allows the DHT-Protocol to delay recovery mechanisms
without losing routing capability these costly recovery measures can be avoided. This
approach has a positive effect on the maintenance costs of a DHT. In a worst case scenario,
a node which is partly available and unavailable over a longer period of time can stress the
whole network because of numerous join and leave procedures. This scenario can easily
be provoked by node movement along the network perimeter. Resilience is therefore an
important factor when DHTs are used in combination with ad-hoc networks. Resilient
DHT structures are capable of compensating node failures and are able to use recovery
mechanisms more accurately.

2.3 Member Selection based upon Node Characteristics

To avoid problems with heterogenous nodes in ad-hoc networks it is important to judge the
suitability of nodes by means of measurable criteria. The duration of the connection to the
network, energy, link quality, or node mobility are indicators for the reliability of a node. If
the decision whether a node may join the network or not is based upon these parameters, a
higher stability can be achieved due to a network consisting of reliable nodes. If free-riding
is not a problem or if measures can be taken against free-riders, nodes rejected because of
their low reliability could still use the DHT without being involved in the routing process.
That way all nodes can benefit from the DHT without imposing weakness.

The indicators described above can also be used to predict node failures due to low energy
or weak connections. Nodes which are likely to fail soon can inform their neighboring
nodes in the DHT about their likely failure. Costly recovery mechanisms can be avoided,
which leads to a lower overhead caused by sudden node failures.

2.4 Splitting and Merging DHTs

A separation of the network into multiple parts may be caused by the failure of one single
node. For the nodes connected to a smaller part of the separated network the separation is
equal to the failure of the majority of all nodes. This can hardly happen in infrastructural
networks. Thus, a higher degree of redundancy is necessary to keep a DHT operational.
By distributing a nodes’ information to n neighbors the probability of a fatal DHT failure
can be kept below 1/2n if the network splits up in two equal parts.

Common DHT approaches are built upon the fact that only one instance of a DHT –
accessible for every node in a global network – exists. When DHTs are used in an ad-hoc
network this assumption leads to a serious problem: If two independent DHTs (parts of
a separated DHT or completely independent DHTs) encounter, suited methods – to either
merge those structure or to enable communication between them – have to be found.

Merging two DHTs imposes a vast amount of network traffic. Many key-value pairs have
to be redistributed and new neighborhood connections must be established. This stress
may often be unacceptable, especially if the connection between the DHTs is weak or
short-lived. A method to merge large DHT structures has to be designed in respect to
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the limitations (low bandwidth, high latency..) of an ad-hoc network, to avoid network
overload. Criteria like the stability of inter-DHT connections must be judged to avoid a
merge of two DHTs which is likely to split up again. However, if the merging of DHTs
is omitted – and structured communication between DHTs is chosen as an alternative –
continuously separating a DHT will create many small DHTs and causes an enormous
communication overhead. In both cases the simultaneous coexistence of DHTs requires
an unambiguous DHT-identification.

2.5 Improving the Teamwork between Ad-hoc Network and DHT

The characteristics of the underlying ad-hoc network protocol has great effect on the per-
formance of the overlay as the DHT induces a constant flow of control and query mes-
sages. An optimized interaction between ad-hoc network and DHT is essential to create
an efficient combination. Two aspects of the teamwork between over and underlay will be
discussed exemplarily in the following section.

Reactive routing algorithms as AODV maintain their routing tables as they process routing
requests. Old routes (to other nodes) become invalid after a certain period of time. If the
time between keep-alive-messages, which are sent by the DHT-nodes is shorter than the
time that may pass before an AODV-route becomes invalid, constant route finding requests
can be avoided. The steadily used routes never become invalid and efficient underlay
routing on overlay connections is possible. On the other hand, proactive routing algorithms
[Pe03] are suited better for the use of PNS. PNS opens many connections to different nodes
to examine the connection characteristics of many potentially optimal neighbors. The best
nodes will be chosen as routing table entries. High initial delay and the additional overhead
caused by the route requests of an reactive ad-hoc protocol interdict the use of PNS in
reactive ad-hoc networks. These examples show that an arbitrary combination of ad-hoc
network protocols and DHT protocols can result in inefficient solutions.

3 Conclusion
Although there is an inherent similarity of ad-hoc networks and peer-to-peer systems a
powerful combination of DHTs and ad-hoc networks cannot be created without a careful
investigation of the resulting problems. Common DHTs must be modified in many ways
to enable their use in ad-hoc networks. Due to the nature of ad-hoc networks the choice of
a specific DHT protocol has to be considered carefully.

To enable the practical use of DHT structures in ad-hoc networks further investigation on
split and merge algorithms for multiple DHTs are necessary. Furthermore the impact of
node movements on the DHT structure will be the topic of future research. The question
what degree of redundancy is needed to provide a stable service – while operating in a
highly dynamic network – has to be answered if real-life applicability is the final goal.

As applications operating on DHTs gain greater importance in the infrastructural Internet,
efficient porting to wireless scenarios might be needed soon. DHT structures suited for
the use in ad-hoc networks could provide a generic interface which enables their usage
without profound modifications. Applications like the Internet Indirect Infrastructure (i3)
might be usable in ad-hoc scenarios soon if efficient DHT solutions can be provided for
the problems discussed in this paper.
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