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Abstract: The concepts for secure e-mail are available for quite some time. 
Nevertheless only few users have adopted them. 

The classical concept of end-to-end e-mail security provides maximum theoretical 
security. But the effort to implement and enforce it at every client has limited the 
spreading of security and therefore the overall benefit. Centralized e-mail security 
overcomes this problem. A gateway between the internal and the public network 
provides security where it is needed – in the internet. This presentation reflects 
aspects like standards, integration, security policy, central virus detection, 
implementation efforts, and key-recovery as well as business requirements like 
reduced administration costs and optimized workflow. 

1 Introduction 

E-mail security has been developed for quite some time and went through a long and 
deep analysis of security concepts including cryptography, key management, digital 
signature, and public key infrastructure. Two standards evolved from this development: 
PGP and S/MIME. Both provide essentially the same functionality: encryption, digital 
signature, and a key management based on asymmetric algorithms. The only significant 
difference is the key infrastructure, which is hierarchical for S/MIME (i.e. X.509 
certificates) or unstructured for PGP (i.e. web of trust). Both standards are designed to 
provide end-to-end security. I.e. the sender signs and encrypts the e-mail in his local e-
mail client before sending it. The recipient decrypts it and verifies the signature in his 
local e-mail client.  This concept provides maximum security, because the e-mail is 
protected on the full transport path (i.e. end-to-end security). The e-mail is only 
endangered in client computer of the sender and the recipient (e.g. Trojan horses, 
unsecure storage). Both standards spend significant effort to ensure that the protection is 
not interrupted between the sender and the recipient in order to prevent man-in-the-
middle attacks. 
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2 The problem 

From the technical point of view e-mail security is a solved problem except for technical 
details like enhancing the used cryptographic algorithms from time to time. Nevertheless 
e-mail security has not been implemented by a larger number of users. Still most e-mails 
are sent over the internet in plain text. The best security technology can not provide 
benefit, if it is ignored by the users. Therefore significant improvement for the security 
of e-mail must come from increasing acceptance of e-mail security by the users. The 
following actions can improve the acceptance of e-mail security: Regulation: 
Governmental or non-governmental (e.g. business-to-business (B2B)) regulations can 
force users to implement e-mail security. Otherwise they will be excluded from certain 
fields of business or communication. Regulation forces the user but does not convince 
him. Furthermore it is limited to the applications where the regulations applies. New 
Applications: E-mail security allows to use e-mail for new applications like B2B or 
business-to-customer business. This provides benefits for the user. Nevertheless this 
argument has shown limited power to convince the user in the past. Less Obstacles: 
Implementing e-mail security for larger organizations or customers has proven to be a 
challenging task. This is caused by financial and non-financial obstacles. Financial 
obstacles include costs for software licenses, rollout of the software, end user training, 
certificates obtained from an official trustcenter, and support and maintenance. Non-
financial obstacles include legal implications, uncooperative end users, stiffness of 
grown IT infrastructures, technical risks in the software roll-out to a large number of end 
user client systems, incompatibility with other IT technologies like central virus 
scanning, variance and incompatibility in end user client systems. Regulation and New 
Applications are well known aspects and have been used as arguments for pushing e-
mail security for quite some time. Less Obstacles is an aspect which is receiving more 
attention recently. Due to the mature technology for e-mail security there is no 
significant improvement for be expected from technical development of existing the e-
mail security products. 

3 The Solution 

Using central gateways instead of distributed clients is a new technical concept for 
providing e-mail security. It can overcome the dead lock, in which classical client-based 
e-mail security solutions are caught. The difference between gateway and client concepts 
are not primarily technical but organizational. A central gateway is placed at the border 
of a secure e-mail domain (e.g. the internal network of a company) and an insecure e-
mail domain (e.g. the internet). It provides e-mail security by signing end encrypting (or 
decrypting and verifying) e-mails at a single, central place. It handles security at a 
central point, because it is very strenuous to handle it at the client. Installing IT security 
at a central point is a common procedure in order to overcome the problem of ensuring 
security at each host. Other applications of this general concept include firewalls for 
central network access control, central virus scanners for email, FTP and HTTP traffic, 
RAS and VPN gateways for central authentication and encryption, and intrusion 
detection scanners for central network monitoring.  
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A central gateway provides the following advantages compared to a client based end-to-
end security solution: 

• The security policy can be enforced at a central point. End users can not bypass 
security regulations. 

• All secure e-mail operations (e.g. verification reports) can be reported at a central 
place. This includes archival of all e-mails and timestamping 

• All e-mails can be checked for unwanted content (e.g. spam, viruses) centrally 
before they are encrypted or after they are decrypted. 

• Key recovery is much simpler if all keys are used centrally and not distributed. 

• The rollout, and later the maintenance, for a single gateway is much simpler than for 
a large number of client systems 

• The end users need not be trained because they are not actively involved in the 
security processing of their e-mails. I.e. they need not worry about handling own 
and foreign keys. They need not select encryption and signing in their e-mail 
application. 

A gateway solution has disadvantages, as well. They include: 

• A qualified signature according to local legal regulations usually requires that the 
end user is the physical owner of the private key used for the signature. This is in 
contraction to the idea that keys are stored and used centrally on a gateway. 

• A central gateway in the usual application does not protect the e-mail on the internal 
network. E-mails can be read, altered or spoofed in the internal network. 

• A central gateway is an oversized solution for small companies an individual end 
users (e.g. home office, mobile users). 

A full-fledged e-mail security solution for a real world application usually includes 
gateway and client based components. They can be combined in order to add the 
strengths and to eliminate the disadvantages of both components.  

The central gateway handles the following tasks: (1) Incoming e-mails are decrypted. (2) 
The signatures of incoming e-mails are verified and may be removed. (3) Outgoing e-
mails are encrypted. (4) Outgoing e-mails are signed. This signature proves that the e-
mail comes from the senders domain. It indicates the individual user.  
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The e-mail security client application handles the following tasks: (1) The signatures of 
incoming e-mails are verified, if the verification must be done by the end user instead of 
the gateway. (2) Outgoing e-mails are signed, if a qualified signature is required. This 
signature proves that the e-mail comes from this user. (3) Outgoing e-mails are 
encrypted, if the content is so confidential, that they must be encrypted in the internal 
network, as well. Content scanners are placed between the central gateway and the 
internal clients. They handle the following tasks: (1) Removing dangerous content from 
e-mails (e.g. viruses). (2) Eliminating spam e-mails. End-to-end encryption could be 
used to bypass central spam and virus filtering!  

The internal e-mail infrastructure (i.e. mail servers and clients) (e.g. Lotus Notes or 
Microsoft Exchange) handle the following tasks: (1) Storing and forwarding e-mails. (2) 
Managing e-mail accounts including address translation and mailing lists. (3) 
Authenticating end users at their clients before using an e-mail address / account. On the 
first view this solutions seems to be worse than a pure client based solution since it 
requires a gateway and client applications doubling the effort for the total solution. A 
more detailed analysis of real world scenarios show that usually only a very small 
number of users (e.g. human resources or management board) need end-to-end 
authenticity or end-to-end confidentiality. Most effort for client security scales with the 
number of secure clients. Therefore a small number of secure clients and a large number 
of plain text clients using only the central gateway for security is an good solution. 
Furthermore secure clients can sign emails an let the central gateway do the encryption. 
This allows to combine central scanning from viruses an other unwanted content with 
end-to-end authenticity. Using a gateway instead of end-to-end security seems to offer 
less security and in fact it does. In real wold application the difference is much smaller 
than it seems in the beginning. Most companies use a centralized e-mail infrastructure 
(e.g. Lotus Notes or Microsoft Exchange). These environments require authentication of 
the users against the central mail server before the user is allowed to send an e-mail with 
a given sender address.  This is not always a strong authentication. But a client based 
email security application does not ensure strong authentication, as well. It is not always 
clear from the certificate, whether the private key is stored on a smart card or on the hard 
disk. Even if the private key is on a smart card, it is not guaranteed that the owner 
handles his smart card and his PIN number in an appropriate way. Either you have to 
have to know your communication partner or his organization in order to gain a higher 
level of confidence.  

4 Conclusion 

Central gateways are an important technology to improve the concepts for e-mail 
security. Pure client based end-to-end security has failed to fulfill sufficiently the 
practical requirements of the users. Central gateway fill that gap. 




