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Abstract: Equipping medical devices with long range telemetry opens completely 
new possibilities for emergency response, home care and remote diagnosis. Mobile 
communications nowadays seem to be a generaly accepted part of our modern 
world, but bridging the gap between new (consumer-) technologies and medical 
devices still is a challenge today. Providing a telemetry link (GSM) is just the 
trivial part – ensuring security, reliability and service management are the more 
critical tasks that need to be addressed. Therefore, a complete system concept 
consists of an automatic fleet management (e.g. periodic device-initiated service 
calls) as well as customer relationship management (CRM), including technical 
service all based on a trouble-ticket system. 

 

1. Introduction 

With the growing number of medical devices being installed in public or private 
locations the need for professional service and care arises as well. Not only the devices 
themselves need to be addressed but also the people (often laymen) operating these 
devices. This paper describes a system which addresses both needs. The presented 
solution takes care of the management of medical devices as well as providing assistance 
during emergencies. 
 
2. Overview 

Automatic fleet management demands for several requirements to be met. To better 
understand all the needed components and their way of interaction Figure 1 gives a brief 
overview. Three main sections can be identified: User, Device Management and 
Customer Relation-User Device Management (CRM). 
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Figure 1: Course of action. 
 
The group User consists of doctors and medical staff, as well as semi-skilled first 
responders and laymen. They use this system to get different kinds of information, e.g. 
when the next training is due, their own mission reports and so on. The Device 
Management takes care of all actions concerning devices. This includes the coordination 
of the service technicians, keeping track of the installed devices (state of every device, 
next scheduled report, ...) and generating general statistics. These anonymized reports 
give manufacturers access to complete histories of their products. This information can 
also be used for the redesign or improvement of a certain product. And it helps private or 
commercial customers to find the right device for themselves as well. Customer 
relationship management addresses the need to not only provide service for the device 
itself or in an emergency. Its job is to support the customer agents by providing a 
framework for their different tasks. This ranges from appointing a date for routine 
maintenance to error-handling. Device Owner covers private persons owning just one 
device, as well as companies or organisations that own several devices. 
 
3. System Concept 

This project in fact consists of two independent parts. The first part is the design and 
implementation of a software service structure that allows for an automatic management 
of the installed devices and provides assistance (e. g. for laymen) during real-life 
emergencies. Services range from periodically system checks (e. g. is the device still 
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operational?) to device-initiated calls for help. During an emergency the semi-skilled 
laymen is assisted by a trained health care professional. The second part of this project is 
the design and development of a telemetry module based on GSM-technology (e. g. 
HSCSD, GPRS) which can be linked to different mobile devices. While right now this 
device is targeted towards a certain device, an automatic external defibrillator (AED), 
the design itself is not fixed to any special device at all. With only minor modifications 
(in software) it should be possible to connect the telemetry module to other medical 
devices as well. Both parts have be seen as one unit. The telemetry module enables 
medical devices to transmit data and speech whereas the second part provides the 
infrastructure to use and deploy the benefits generated by equipping the devices with the 
module. 

3.1 Software 

The above described system is realized as a multi-tier architecture. It consists of three 
parts which interact via given interfaces with each other. As the interfaces are 
transparent for the network each part can be implemented on a different platform thus 
allowing for greater scalability and flexibility. Higher security can be achieved as well e. 
g. by adding more redundancy. Figure 2 gives an overview of the technical setup. 
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Figure 2: Architecture. 
 
Several databases in the DBMS layer form the first part and build the foundation of the 
system. Again, the databases can reside on one or several servers. All data is represented 
using XML and stored in an object-rational database-schema. The use of XML ensures 
syntactical and (to some extent) semantic correctness of the stored data. Furthermore it is 
portable and offers smart indexing and searching capabilities. Most of the actual 
management takes part in the Trouble Ticket System. It is build of several independent 
modules which interact with each other. Each module is designed to take care of a 
specific class of tasks in the system. Each job, which consists of several tasks, is solved 
by several modules working together. Each job and each task is represented by a ticket 
and by sub-tickets. The tickets are issued and handled by a central instance. Tickets can 
have timestamps denoting deadlines and priorities. Some tickets are generated on a user's 
request (e. g. someone requested a maintenance appointment, others are issued 
automatically (e. g. a device has not called back within a given timeframe). The last part 
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takes care of the connection to the outside world. Several Access Portals can be 
connected to the core system providing several access point to the Inter- or Intranet. In 
general it is a common and useful concept to physically separate in-house traffic 
(Intranet) from out-bound traffic (Internet). But it also adds to scalability, as it allows 
several access points to and from the Internet (e.g., in different net segments). That way 
redundancy and load-balancing can be achieved. An example should help to gain a 
deeper insight in the sketched system. By running its (weekly) self test a medical device 
becomes aware of its low battery status. Therefore it request for a maintenance 
appointment by calling the central service centre. Figure 3 shows the course of action in 
detail. 
 

 
Figure 3: Course of action. 

 
The above example illustrates a strict and ordered workflow. That way it is ensured that 
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every task can be understood and proved. This adds the possibility to implement quality 
control, too. It is possible to refine the course of action of certain tasks if there is need to. 
The view provided here shows only the basic principle. Each step in the arrangement can 
have its own priority and time mark. Supplementary each step is documented in a 
database for later analysis and documentation. 

3.2 Hardware 

The telemetry module consists of a Texas Instruments Mixed-Signal Processor MSP430- 
F149 and an attached SIEMENS GSM-Module. Figure 4 shows the telemetry module in 
its current state. 
 

 
 

Figure 4: Front side view of the telemetry module.  
 
The module itself is operated via a simple command set. By using these commands the 
device can open or close a connection or manipulate settings of the telemetry module. 
The individual commands are issued over a RS232 interface. This specific interface was 
chosen to ensure compatibility with a broad range of devices. It should be easy for other 
devices to connect to the telemetry module and use its services even though they were 
not designed to use this module in the beginning. Right now, work is in progress to add a 
codec for allowing parallel voice and data transmission. Therefore normal speech has to 
be encoded as data as well to be send over the telemetry link. This demand for a modem 
supporting HSCSD also as otherwise the bandwidth for a simultaneous transmission 
would be too low. 
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4. Results 

A complete system concept for automatic fleet management has been developed 
throughout this project. This includes managing dates for maintenance and service, as 
well as providing customer care and emergency response. Due to the integrated 
documentation system, complete mission reports and device histories can be assembled. 
The gathered data can then be processed further for statistics, training and new research 
and development. Based on standard protocols and due to a complete modular and 
object-oriented design, this system is expandable and extendible to accommodate further 
needs. Designed as a multi-tier application, it will scale well in big or growing 
environments. 
 
5. Conclusions 

The presented system concept denotes a complete central fleet management for decentral 
and even mobile medical devices. Its main target audience are devices located in public 
or private locations. Therefore a concept for providing assistance for semi-skilled 
laymen is introduced as well. The introduction of the Diagnosis Related Groups 
(DRG)[drg02] in the German public health system as well as campaigns to install public 
access defibrillators[Bjö02] will result in more mobile medical devices being accessible 
in public or in private households. Possible sectors of interest would be the growing 
home care market, too. But also for patients suffering from chronical diseases this 
system could add some more security and therefore quality to their everyday lives. This 
especially comes in handy when thinking of combining this system with a digital patient 
record. The system allows for further deployment as other medical devices can be added 
to the range of supported devices with only low costs of adaption. 
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