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Abstract: Anonymous, yet accountable authentication solutions such as privacy-

enhancing attribute-based credentials do not only provide various privacy features, 

but also contain an option of conditional identification of specific attributes of the 

user. While the technical functionality of this so-called inspection is available, it 

has not yet been examined how the inspection operation can be embedded in the 

organizational framework of a service provider and which inspection grounds have 

to be considered. This text proposes a model inspection process with clearly 

defined roles and workflows derived from legal obligations and guidelines from 

European primary law and the EU data protection regime. Thereby implementation 

of privacy-preserving authentication solutions in practice is facilitated, as it has 

been shown in a pilot of an online communication platform in a Swedish school. 

1 Introduction
1
 

Data minimization is one of the fundamental principles of privacy by design and also 

acknowledged in the European data protection framework, for instance in the discussion 

on a potential European General Data Protection Regulation. Under the current European 

Data Protection Directive 95/46/EC (in the following: DPD) the principles of necessity 

and proportionality demand minimization of personal data as far and as soon as possible. 

In many cases, e.g. when browsing the web, collection or storage of personal data would 

not be needed. Even when users have to authenticate, their identity information could 

often be omitted as long as proof is given that the users are authorized to access the 

resource. In the last years, several solutions for privacy-preserving authentication, 

guaranteeing anonymity of users and unlinkability of transactions, have been proposed 

(e.g. [Br00], [CL01]). Solutions such as privacy-enhancing attribute-based credentials 

(Privacy-ABCs) provide options for attribute selection and attribute aggregation by the 

user; they also support accountability by allowing conditional identification under 

specified circumstances [Kr13]. However, in order to unleash the full potential of 

                                                           
1 The research leading to these results has received funding from the European Community’s Seventh 

Framework Programme (FP7/2007-2013) under Grant Agreement no. 257782 for the project Attribute-based 

Credentials for Trust (ABC4Trust). 
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Privacy-ABCs these features must be implemented in a rights-centered way and with a 

view to the current and future legal concepts such as privacy by design. 

Such technology is piloted in the EU-funded ABC4Trust project (www.abc4trust.eu), in 

particular in the online communication platform of a Swedish school, based on Privacy-

ABCs, where students can securely discuss matters of class life. While there are forums 

(Restricted Areas) for political discussion, which are used fully anonymous, others are 

labeled as inspectable. Thus, content in violation of pre-defined inspection grounds can 

be reported and the relevant User(s) may be identified (see [BO13], pp. 11 and 41). 

The challenge is to design the inspection process in a way that ensures it is not misused 

as a kind of “backdoor”, but that it works in a controlled and transparent way. Only then 

can the full potential of Privacy-ABCs be realized. It is to be noted that use cases 

without the need of inspection should stick to full anonymity (which is also offered by 

Privacy-ABCs). However, the careless collection and storage of all kinds of user data, as 

prevailing in today’s digital society, could be replaced by solutions such as Privacy-

ABCs that are strongly influenced by privacy by design principles. With level of user-

friendliness achieved in the project’s use cases, privacy-aware users can easily create a 

market for such privacy-enhancing services. However, to further facilitate practical 

implementation, a more detailed elaboration of the inspection process is required – 

especially from a legal and organizational perspective, as presented in the following. 

The paper is structured as follows: Section 2 gives an overview on the development in 

the field of conditional identification in general and Privacy-ABCs in particular. The 

core of the inspection process is the decision when and how far inspection should be 

executed – or prevented. This is based on the inspection grounds that Section 3 diligently 

derives from the European legal framework. A model process of the inspection-related 

procedures, as well as the implementation in the school pilot, is explained in Section 4. 

Section 5 summarizes the benefits of implementing the inspection process properly, and 

the final Section 6 provides an outlook on future developments. 

2 Authentication solutions with conditional identification 

Since the 1990s, the possibility of optional or mandatory escrow of cryptographic 

encryption keys has been vividly discussed (see e.g. [Ho95]). It did not take long to 

extend this discussion on approaches for “identity escrow” [KP98] where “escrow 

agents” use information forwarded by the verifier (service provider) for a second-tier 

identification if necessary. Developments within the area of Privacy-ABCs, such as 

minimal-disclosure tokens [Br00] and anonymous credentials [CL01], provide data-

minimizing, yet accountable authentication solutions and have been further developed 

during the last decade. Whereas early publications use terminology such as “revoking 

anonymity”, this has changed to prevent confusion with regard to the revocation of 

certificates, for instance in the case of a lost token. We follow the terminology of 

Privacy-ABCs and use the term “inspection” for the operation to recover specific 

attributes under predefined circumstances [Kr13]. 
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Other work in this field has discussed different options for realizing “trustee-controlled 

conditional anonymity” [Cl03] – here it is pointed out that “revocation of anonymity” is 

not always the best solution, similar to the approach taken by Privacy-ABCs that start 

with anonymity and provide “conditional identification” [ZS13]. Further, ISO/IEC has 

published the standard 29191 on requirements for partially anonymous, partially 

unlinkable authentication [IS12]. This standard acknowledges the privacy-preserving 

potential of such authentication solutions and introduces terms like the “designated 

opener” who can identify the user (“claimant”) in an identity management scenario. 

Although technical solutions on the issues of identity escrow, trustees for identification, 

or inspection are well-discussed in literature, to our knowledge there is no guidance 

paper that elaborates in detail how to deal with inspection requests in practice when 

employing privacy-preserving authentication solutions that involve one or more third 

parties. This gap may be explained by the fact that there are hardly any implementations 

in practice, yet. This contribution is meant to achieve some remedy by describing a 

model procedure framework on inspection. 

This work has not only been discussed among computer scientists, lawyers, and 

practitioners on an abstract level, but has been realized in pilot applications in the 

ABC4Trust context [Kr13]. Figure 1 shows the main building blocks of the setting used 

in the project. However, the results presented in the remainder of the paper do not rely 

on the exact technical architecture, but can be applied to other authentication solutions 

with conditional identification as well. 

 

Figure 1: High-level architecture of attribute-based credentials 

In a Privacy-ABC scenario a User acquires attribute-based credentials from the 

Credential Issuer who vouches for the correctness of the information contained in the 

credential. When requesting a service from a Service Provider (in the identity 

management terminology also known as “verifier” or “relying party”), the User may be 

asked to present proof of certain attributes, e.g. “being over 18” or “being a student”. 

The Service Provider communicates which information is required in its presentation 

policy. The User chooses the appropriate credential(s) and generates a token to present to 

the Service Provider. The presentation tokens are not linkable and do not identify the 
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User. The Service Provider may allow anonymous access, but may also demand the 

possibility of a later inspection of certain attributes under specific circumstances stated 

in the presentation policy. In this case, the User is made aware of this fact and generates 

specific “inspectable tokens”. These are encrypted so that even the Service Provider 

cannot see the information; only an Inspector – often a third party – holds the secret key 

and can perform the inspection if the pre-defined circumstances occur. The Inspector 

itself creates the private key, which is not shared with any other of the entity involved. 

However, to add another element of checks and balances the Inspector can consist of two 

separate entities, who operate with split keys. Alternatively, this split-key solution could 

involve a dedicated Inspection Decision Entity. In order to enable the creation of the 

appropriate tokens, only the complementary part of the key is provided to the Service 

Provider. For reasons of completeness, but not in focus of this text, the Revocation 

Authority should be mentioned, whose task it is to revoke credentials if the need arises. 

3 Inspection grounds 

In order to fully benefit from the privacy-preserving elements of conditional identi-

fication, inspection should be extremely limited. This requires a well-defined and narrow 

list of inspection grounds, which provides transparency for the Users and facilitates the 

assessment of inspection requests. The conditions under which identification of a User is 

allowed must be presented before any personal data is submitted.  

In the Swedish school pilot, the inspection grounds are strictly limited to instances where 

the school itself is bound by legal obligations and they are therefore linked to its official 

functions. As the school has a duty of care towards its students, the identification of 

Users may be necessary in cases of emergencies concerning suicide threats or threats of 

physical violence against others. Further, the school and all guardians (i.e. the principal, 

teachers, and parents) are legally obliged to comply with an official policy against 

discrimination and degrading treatment. It strives to prevent discrimination based on 

gender, sexual orientation, ethnic background, religion by sanctioning harassment and 

other threats to the safety of students, including offensive language ([BO13], p. 91). Yet, 

there are further legal obligations with regard to the rights of the Users. Article 1 para. 1 

of the DPD states that its purpose is to protect the fundamental rights of persons, and 

according to its Article 7 (f) the necessary processing of data for legitimate purposes of 

the controller can be overridden by fundamental rights of the data subject. Yet, 

secondary law does not define necessity or how it is to be assessed, especially with 

regard to fundamental rights [Fr14]. However, the DPD implements the general 

guarantees of primary law, i.e. the Charter of Fundamental Rights (CFR), which gained 

binding legal status with the entry into force of the Lisbon Treaty in 2009. 

For cases where the Service Provider is an official authority exercising public powers – 

such as the school in the Swedish ABC4Trust pilot – compliance with European 

fundamental rights is a legal obligation. Where the Service Provider is a private party, 

the Charter does not apply directly [Jr13], yet obligations regarding inter alia the right to 

data protection can be deduced from general principles of European law. These general 

principles have, on several occasions, been applied in relations between private parties 
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[EC10a], [EC05]. Therefore, the inspection grounds have to balance the needs of the 

Service Provider and Users. Where necessary and justified, the Service Provider must be 

able to identify the User. After all, under the current legislation Service Providers have 

the right to collect and store any type of personal data necessary for the purpose – even if 

it is only necessary in specific cases. The voluntary step to refrain from obtaining clear 

text data should therefore not infringe own legitimate interests. However, the inspection 

grounds are the means to limit the identification to exactly those cases. 

Types of inspection grounds: In practice, the list of inspection grounds will consist of 

two categories: (1) formal reasons and (2) substantive reasons. 

(1) All state-issued court orders or those of other competent official authorities belong to 

the former category. When such an official order is presented, the weighing of the rights 

and interests has already occurred. However, in most instances these decisions can be 

challenged in legal proceedings under national law, which might even have suspensory 

effects. 

(2) Any other kind of ground is a substantive reason and a weighing of the interests at 

issue has to be performed by the Inspection Decision Entity. As in the Swedish use case, 

public entities should generally limit the grounds to their assigned tasks. 

The CJEU has developed a proportionality test ([EC86], para. 38), which is used as 

starting point for a scheme to determine whether a User may be identified. This 

procedure is inspired by the concept of Privacy Impact Assessment, which serves to 

evaluate a measure’s implications for the right to privacy [De12]. Thus, the interests and 

rights at issue have to be determined, before their relationship can be assessed. 

Legitimate aim of inspection: Firstly, the identification of a User must pursue a 

legitimate aim. These can be interests and rights of the Inspection Request Sender. Many 

interests which can clearly be affected by abusive behavior of Users can be linked to 

fundamental rights. If the Inspection Request Sender is victim of defamation or threats 

this affects this person’s right to private and family life (Article 7 CFR) or their freedom 

to conduct business (Article 16 CFR). Where a violation of copyrights is at issue, the 

owner can rely on the right to intellectual property of Article 17 CFR. Another interest of 

the Inspection Request Sender could be the instigation of civil or criminal proceedings 

against the User for abusive behavior. In this case she can rely on the right to an 

effective remedy according to Article 47 CFR. However, there may also be interests of 

the Service Provider at issue, for instance the school’s duty of care towards its students 

in the Swedish use case. However, as a public authority, it cannot rely on fundamental 

rights. These are legal positions of the citizen against the state, they cannot be applied in 

the opposite direction.  

The enumeration of rights provided here and in the following are by no means 

exhaustive, there may be other interests to be identified. It serves to illustrate the 

interests most likely to be considered. In order to present a legitimate aim for inspection, 

the interest concerned does not have to correspond to a fundamental right. However, 

where this is the case it has a higher value than other interests. The relevant legitimate 

aims must be included in the inspection grounds, so it is foreseeable for the User, which 
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of her actions can result in an inspection. If the Inspection Request Sender’s (or the 

aggrieved party’s) right or interest is not covered by the inspection grounds, she has to 

obtain an official order, to trigger a formal reason for inspection. 

Rights and interests of the User: In virtually every instance, rights of the User will also 

have to be considered. Whenever the identity of the User is to be revealed, her rights to 

privacy and data protection according to Articles 7 and 8 CFR are affected (related 

assessment in [Cl03]). Additionally, when a User expresses an opinion, she enjoys the 

right to free speech laid down in Article 11 CFR. Further, it should be borne in mind that 

discrimination against a person based on grounds of inter alia sex, religion, age and 

sexual orientation is prohibited by Article 21 CFR. The User also has the rights to be 

heard, be granted access to her file (in line with the data subject’s rights under the DPD) 

and receive a reasoned decision according to Article 41 CFR. While this provision is 

binding only for official authorities, the procedural guarantees should also be observed 

amongst private parties. Involving the User in the process serves to minimize risks of 

lawsuits, instigated by a User who finds that her identification was unwarranted.  

Weighing of rights and interests: Lastly, the rights and interests of the parties involved 

have to be weighed. Fundamental rights are not absolute and may be limited, when the 

restriction pursues a legitimate aim or there is a collision with another fundamental right 

(Article 51 para. 1 CFR). This balancing is best achieved in a two-step process. 

Firstly, it should be ascertained whether the identification of the User is suitable for 

attaining the legitimate goal, i.e. to defend the rights and interests of the other party. As 

identification of the User allows holding her responsible this will usually be the suitable. 

Secondly, it has to be ensured that the data processing does not go beyond what is 

necessary. In assessing whether identifying the User is necessary, it has to be determined 

whether there are less invasive measures (for a diligent assessment of necessity [EC10b], 

paras. 67-87). In the context of Privacy-ABCs it has to be stressed that identifying the 

User has ultima ratio character. It may therefore only occur when there is no other mea-

sure that would protect the rights of the other party equally, while respecting the privacy 

of the User. Thus, it should generally be considered whether removing the content under 

objection would be a remedy. Additionally, informing the User that an inspection is 

impending if the situation is not remedied gives the User an incentive to become 

proactive. As the User is not known to the Service Provider, there can technically not be 

any requirements to hear her before she is identified, but the principle of transparency 

comes into play here: even when the process of inspection is initiated, the User should be 

informed during all stages, as this can serve to de-escalate the conflict.  

It should be pointed out at this stage, that in cases where there are high-level rights at 

issue, e.g. in case of threats of violence or suicide, this process does not require 

additional time. When the right to life or the right to integrity of the person are 

concerned it is obvious that the User’s right to data protection does not take precedence. 

Furthermore, a well-defined and documented Inspection Procedure facilitates the 

production of a reasoned decision to the User to justify her identification. 
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4 A model process for inspection 

When applying inspection possibilities in a use case, the workflow has to be well-

defined, in particular with respect to legal compliance. Although the requirements and 

options may vary per use case, common ground can be identified as a model process for 

inspection. The following subsections describe this process and illustrate how it has been 

put into practice in a pilot of the ABC4Trust project [BH14]. 

4.1 Modelling the inspection process 

The task of the Inspector is embedded in a more complex procedural framework where 

the process starts with an inspection request: It has to be checked whether this request is 

justified and whether other solutions with less infringement of the User’s privacy may be 

advised. Often, the rights of different parties involved have to be balanced for this 

purpose. Further, the process does not terminate as soon as the Inspector has performed 

the decryption: The inspection result or, even better, derived inspection conclusions have 

to be communicated to the appropriate stakeholders. Figure 2 gives an overview on the 

procedure framework for inspection and the roles involved [BH14]. Note that some of 

the roles may be fulfilled by the same entity, and it can also vary which parts belong to 

the Service Provider’s domain. 

 

Figure 2: Model inspection process 
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The numbered steps shown in Figure 2 are explained in the following walkthrough: 
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Step 1 The Inspection Request Sender, possibly via a report function, submits an 

inspection request to the Inspection Handler. As response an automated 

ticket system creates an automatic reply to the Inspection Request Sender. 

Step 2 The Inspection Handler filters requests that can be solved otherwise, acts as 

first-level support and may abort the process, where abuse of the report 

function is evident or when a solution that avoids inspection is favorable 

(e.g. deletion or blocking of the reporting content). 

---Abort possible before an inspection is initiated--- 

Step 3 The Inspection Handler forwards the inspection request to the Inspection 

Decision Entity. 

Step 4 The Inspection Decision Entity has the obligation to render a reasoned 

decision whether the given inspection grounds are fulfilled and thus as to 

whether or not inspection should happen. This decision may be enriched by 

suggestions on the scope and further requirements of the inspection. 

Step 5 The Inspection Decision Entity reports the inspection decision to the Inspec-

tion Handler: “perform inspection” (proceed with Step 6), “no inspection” 

(proceed with Step 2 for de-escalation or immediately abort the process). 

---Abort possible--- 
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Step 6 The Inspection Handler instructs the Inspector to carry out an inspection 

according to the inspection decision (6a). For this, the Inspection Handler 

authorizes access to the selected encrypted tokens in the database (6b). 

Step 7 The Inspector requests access to the encrypted tokens to be inspected (scope 

as defined by the Inspection Decision Entity in Step 4). 

Step 8 The authorization of the Inspector’s request is technically checked before 

granting access. 

---Abort if not authorized--- 

Step 9 Access to the selected encrypted tokens is granted and logged as part of the 

audit trail to enable oversight by the Inspection Handler. 

Step 10 The Inspector decrypts the tokens and prepares the inspection result. 

Step 11 The Inspector sends the inspection result to the Inspection Handler. 
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) Step 12 The Inspection Handler transforms the inspection result into target-specific 

responses (inspection conclusions) for those who should be informed or 

otherwise should take actions (possibly according to inspection request (e.g. 

judicial decision) or inspection decision). 

Step 13 The Inspection Handler (a) to promote transparency notifies affected User(s) 

(unless legally prohibited, e.g. by the judicial decision) and – potentially 

simultaneously – (b) sends the inspection conclusions generated in Step 12 

to the Inspection Conclusion Recipients. 
 

These steps are based on a process of escalation, which aims to avoid identification of 

users due to the effort and expenditure it entails and with the goal of solving any issues 

on the lowest level possible. Service Providers will already have a process for user 

complaints in place, which – while not including an Inspector or the Inspection Decision 

Entity – includes a system for handling of requests and subsequent notification. The 

additional role of the Inspector is a technical requirement serving the implementation of 

Privacy-ABCs. In order to further enhance user privacy and operationalize a user rights-

centered approach in order to conform to their fundamental rights, the Inspection 

Decision Entity is created. This entity may be a board and can possibly also be 

92



independent from the Service Provider. In emergency cases only may the Inspection 

Handler skip the involvement of the Inspection Decision Entity by directly requesting 

inspection from the Inspector. 

This process has been discussed with the participants of the 2014 IFIP Summer School 

on Privacy and Identity Management for the Future Internet in the Age of Globalisation, 

who provided constructive and much appreciated feedback from the perspective of 

multiple disciplines. Participants were confronted with various scenarios in several use-

cases, one of which was the school online communication platform, which will be 

discussed below. Without any knowledge of the process, they were asked to make 

decisions on whether a given behavior constituted one of the inspection grounds 

enclosed with the scenarios and whether a user’s identity should be revealed. The 

discussions of the Summer School participants showed that the process as detailed above 

follows from the operationalization of a privacy- and user rights-centered approach. 

Concerning the process, participants stressed the importance of the separation of the 

Inspection Decision Entity and the Inspector. Ideally, the Inspection Decision Entity 

should consist of all relevant stakeholders in the implementation, i.e. not only 

representatives of the Service Provider, but also Users. Additionally, it is desirable to 

also incorporate an element of external supervision to the Inspection Decision Entity, in 

the form of an external expert focused on ethical or legal implications of the decision. It 

was further discussed, that the Service Provider’s Data Protection Officer could partake 

in the deliberations of the Inspection Decision Entity, as he or she is an expert with a 

certain level of autonomy. On the other hand, the Data Protection Officer could also be 

involved in reviewing and auditing the process. This review is enabled by an audit trail 

that logs any activity within the process on all its stages, comprising e.g. technical access 

log entries as well as manually generated reasoning for inspection decisions. This could 

be supported by an automated ticketing system, which can provide check lists and assist 

the various entities in the execution of the process. 

As the scenarios included instances of emergencies, such as threats to the life or physical 

integrity of persons, participants agreed that there was a need to ensure a quick response, 

which can be realized through break-glass procedures. This could include fast-tracking 

decisions of the Inspection Decision Entity or allowing the Inspection Handler in 

emergency instances – which have to be defined clearly and should be limited to threats 

to life or the physical integrity of persons – to trigger an inspection. 

However, participants generally concluded that specific implementations have their own 

factual and legal requirements and thus implementation always has to be use case 

specific. Thus, the implementation of this model process for the Swedish school pilot 

will be detailed in the following. 

4.2 Applying the inspection model to a school online communication platform 

As the Restricted Areas (RA) are used by students, parents, teachers, and counselors 

alike, all of these parties may find content they wish to report and can thus become 

Inspection Request Senders. The inspection request does not necessarily have to be 
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submitted through the report-button in the relevant RA, but can also be submitted 

offline, e.g. by directly approaching the Inspection Handler. It is further conceivable that 

an Inspection Request Sender, in matters of great concern, turns to an official authority 

outside the school, such as the police or a court, rather than reporting it to the Inspection 

Handler. As the ultimate authority and responsibility in the school context rests with the 

principal, he assumes the role of Inspection Handler. Additionally, due to strict legal 

obligations on responsibility in Swedish law, the principal also functions as Inspector 

(the technical process is detailed in [BO13], pp. 41 et seq). The Inspection Decision 

Entity is comprised of all stakeholders in school life, i.e. the principal, a counselor, the 

school nurse, and parents. 

If an inspection is eventually carried out, the inspection conclusion(s) can be sent to any 

of the Inspection Request Senders or another entity, for instance a school counselor or 

teacher to initiate an educational response. Where the police or a court were informed, 

the inspection conclusion(s) can be sent exclusively to this entity. 

As the national Swedish law provides extensive rules on freedom of information, any 

decisions taken in the process, which have to be logged, have to be made available to the 

public. This is a welcome requirement worth consideration for any implementation due 

to the transparency added by allowing extensive external oversight. 

5 Benefits of proper implementation of the inspection process 

Through the proper implementation of the proposed inspection process the following 

benefits can be achieved, if the above detailed requirements are met: 

 
Transparency: 

 • Foreseeability of inspection for Users through:  

o well-defined inspection grounds 

o clear presentation of the inspection grounds 

o information before User action 

• Information of and communication with Users once inspection process is triggered 

• Intervenability for Users throughout inspection process 

• Reasoned decision for User including circumstances of Inspection Request 

• Information of Inspection Request Sender at end of process through closing ticket 

Central oversight and efficiency: 

 • Inspection Handler as central authority 

• Responsibility for inspection process: 

o Monitoring of all actors 

o Handling enquiries by outside entities (e.g. User, Inspection Request Sender, 

Inspection Conclusion Recipients) 

o Performing of tests to verify Inspector can produce inspection result 

o Authorizing access of Inspector 

• Definition of the scope of review by determining Users to be identified and Inspection 

Conclusion Recipients 

• Responsibility for logging of all activities 

• Predefined process allows quick production of reasoned decisions 
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Separation of powers: 

 • All tasks are divided between mutually independent actors: Inspection Handler / 

Inspection Decision Entity / Inspector 

Rights-centered approach: 

 • Identification and weighing of rights and interests of all concerned parties 

6 Conclusion and outlook 

Privacy-ABCs offer notable advantages: As fewer data is stored and processed, the risk 

of misuse is limited considerably. Especially in comparison to full identification which is 

the current standard, the rights of Users are awarded higher protection. Even though an 

identification of Users may eventually occur, there is a process of escalation, which also 

allows for de-escalation in virtually every phase. The process defined above therefore 

does not automatically lead to an inspection. Rather, inspection is the exception, which 

requires additional effort and is documented in a transparent way to allow for internal 

and external review. Internally, there further is a system of checks and balances installed 

to enforce shared powers, while the ultimate responsibility, to comply with legal 

requirements, rests with the Inspection Handler as the responsible party. Thus, the 

process proposed brings measurable benefits for privacy and the rights and interests of 

all concerned parties and thereby shows an exemplary implementation of Privacy-ABCs. 

While the process proposed would add complexity to legacy systems, this could be 

remedied by clearly defining the phases beforehand. In the future this may be achieved 

through a “Setup wizard”, which allows for easy adaption and implementation. Further, 

there is potential to automate certain steps, while others require human involvement. 

However, as the discussions with the Summer School participants illustrated, each 

scenario has different requirements for implementation. Yet, it should be explored 

whether this can even be further operationalized. Additionally, even with the level of 

harmonization within the EU, each jurisdiction poses specific legal challenges to 

implementation. More generally, there should be a unified and intuitive way of 

informing Users about the fact that they are in an inspectable area, especially when there 

is not issue of full identification but only parts of attributes are revealed instead. In this 

regard, standardization would be much needed to alleviate risks of proliferation, which 

run counter to the goal of transparency. In a variation of the proposed process, the 

Inspector could also be implemented as data controller in the sense of the DPD. He 

would then assume responsibility for his own data processing instead of acting on behalf 

of the Service Provider / Inspection Handler. Alternatively, the legal concept of “joint 

controllership” may be applied. Under the scope of this paper this issue has to remain 

open for future analysis. 

Another development which can be anticipated is the further implementation of 

electronic identification (eID) services in the European Member States. This field is 

currently subject to European legislation, in particular with an upcoming eIDAS 

Regulation [ZS13]. The eID technology increases risks for Users if full identification is 

the default. However, the European legislator could counterbalance this through recourse 

to Privacy-ABCs. 
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