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Abstract: Although sophisticated identity management (IdM) technologies have 
been developed for quite a while, they are not as broadly used as could be expected 
– in the corporate but especially in an end-user context. Some authors have argued
that the reason for this lack of diffusion is not to be found in technological or 
privacy shortcomings. Rather, it is attributed to the disregard of an economic 
perspective in the research on IdM and the development of IdM-technologies. This 
argument, has so far not been scrutinized in a systematic way. Therefore, this 
article performs a literature analysis of scientific publications to analyze whether 
there is indeed a lack of publications on IdM that employ an economic perspective. 
The results of the analysis seem to support the argument that the economic 
perspective is neglected in the current research on IdM. 

1 Introduction 

The business processes of modern companies these days are handled increasingly 
through networked information systems. These range from document management, 
through resource planning to human resource management. Use of these modern 
networked systems enables significant time savings and increased productivity, but 
involves in return a significantly higher risk that an unauthorized third party obtains 
access to confidential data. Especially in the recent years, the number of cyber-attacks 
has increased greatly. A report published by the company McAfee in July 2013 
quantifies the worldwide damage from cybercrime to $300 billion per year [Ce14]. The 
dangers of such cyber-attacks are wide-ranging. Possible scenarios are image damage by 
the loss of customer data or a know-how loss due to industrial espionage. To protect the 
systems against the dangers of cybercrime, companies are forced to invest in preventive 
technologies of IT-security. It is predicted that global expenses in IT-security will 
increase from $55 billion in 2011 to $86 billion in 2016 [Ga12]. An important part of 
these IT-security-technologies represents the IdM in which the identities of the 
employees and the corresponding access rights are managed. The aim is to secure the 
data by ensuring that only authorized employees have access. Although the necessary 
technology is already available, it is so far not that widely used in the corporate sector 
and in the general population [KRS13]. As possible reason for this lack of diffusion it is 
stated IdM solutions oftentimes have been developed without the performance-relevant 
economic context with a focus mainly on technological aspects. Market structures and 
user requirements have barely been considered. To date, however, a systematic 
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investigation of this argument based on the state-of-the-art of scientific publications is 

missing. The aim of this work is the literature-based evaluation of the state-of-the-art of 

scientific publications on IT-security with focus on IdM from an economic perspective. 

For this purpose, a research methodology is derived to identify relevant publications on 

this subject. These are then examined through a short qualitative analysis.  

The structure of the paper is as follows. In the next chapter we describe and justify the 

development of the methodology employed for the literature analysis. Then, in chapter 4, 

we present the results of the quantitative and qualitative literature analysis. Finally, we 

give some concluding remarks in chapter 5. 

2 Methodology 

A literature review has two objectives in general. First, a summary of the existing 

literature with the goal to recognize patterns is created. Second, the conceptual content is 

identified. This allows uncovering previously unexplored scientific areas and supports 

developing new theories [KSM05]. A literature review is defined by Fink as follows: “A 

research literature review is a systematic, explicit, and reproducible method for 

identifying, evaluating, and synthesizing the existing body of completed and recorded 

work produced by researchers, scholars, and practitioners” [Fi05]. A central problem in 

the analysis of literature is the scope of results that can be very large depending on the 

topic, making it virtually impossible to read everything. Only in emerging issues, or with 

search criteria that focus on a very narrow topic, a complete analysis is possible. 

Therefore, our analysis is divided into a quantitative and a qualitative part. According to 

e.g. Brewerton and Milward, these methods are not mutually exclusive but can be used 

in combination to increase the quality of results [BM01].  

The research questions arise from the problem that underlies this paper. As described it 

was observed that there is a low diffusion of IdM in the population and in companies 

although IT-Security threats are significant and companies spend large amounts on IT-

Security-measures. It was brought forward that the reason for this is a lacking focus on 

economic aspects in the development and the general research on IdM. Therefore, the 

literature analysis focuses on papers with an economic approach to IdM to explore, 

whether this perspective has indeed been disregarded so far. The search for publications 

on the topic of IdM that meet the defined boundary conditions (focusing on IdM while 

also considering an economic perspective) is done online with different search engines 

for scientific papers. For practical reasons, the search is limited to three search engines. 

After an internet research and literature review, the following potential search engines 

were identified: ACM (dl.acm.org), Google Scholar (scholar.google.de), IEEE Xplore 

(ieeexplore.ieee.org), LexisNexis (lexisnexis.com) and Scopus (scopus.com). In order to 

identify the three most effective engines a trial run with the keyword “identity 

management” was carried out. With 37.100 results Google Scholar provides by far the 

most extensive search result, with 995 results LexisNexis reached only 2.68 percent of 

this number. However, the number of results is not the only relevant factor for the 

selection of search engines. High numbers of results often come about through 

documents containing the search string, however, used in another context. This bias must 
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be limited by setting detailed parameters. To achieve a balanced combination of search 

results, Google Scholar is chosen due to the high quantity and IEEE Xplore and Scopus 

are chosen for their subjectively high-quality results. Moreover, to provide for relevant 

high-quality results, the search strings are defined very specific and adjusted to the 

corresponding engines since not all search algorithms use the same syntax. The goal is to 

identify as many documents relating to IdM with economic aspects as possible. 

Therefore, “identity management” is used as the central keyword. To align the results to 
documents with economic considerations, this keyword is linked through Boolean 

operators with phrases such as “economic”, “revenue”, “cost” or “investment”.  

Quantitative content analysis is commonly known as “objective, systematic, quantitative 
and manifest” [La05]. In the given application, quantitative analysis however does not 

refer to a single document, but on the detected results. The quantitative analysis, as it is 

employed in this study, is mainly used to study parameters such as year of publication or 

the thematic direction. Then, building on the results of these analyzes possible trend 

developments are to be uncovered. The findings are presented in graphical form for all 

search engines that were eventually selected. The quantitative analysis enables an 

efficient analysis procedure, since the publications found are not read individually, but 

only need to be identified and quantified. This is useful to get an overview of a specific 

scientific issue as in our case. The meta-analysis is performed with a consolidated list of 

all results after removing all the duplicates. The result obtained following this method 

forms the basis for the subsequent qualitative analysis. In this step the content of the 

found publications is processed and presented.  

3 Literature analysis 

The search with the keywords derived as shown above, was performed with Google 

Scholar, IEEE Xplore and Scopus. The exact choice of keywords is highly dependent on 

the specifics of each of the search engines that can vary greatly. Therefore, no detailed 

derivation of the search strings is shown here but available on request. Although the 

search terms are explicitly chosen to find publications with economic context, it is 

expected that many publications from a technical background will be found.  

Figure 1: Thematic distribution of the first 50 search results from various engines 
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The results presented are categorized into papers covering the aspects of: Technology, 

Privacy, Economy and Irrelevant (for papers found with the chosen keywords but 

nevertheless covering none of the aspects relevant for this paper). The first 50 results for 

all engines are shown and categorized in figure 1. Google Scholar achieved 10 results 

with economic context and with that the largest number of relevant results. Scopus 

provides 5, IEEE Xplore 3 relevant results. For the quantitative analysis, all results from 

the years 2000 to 2013 without a limitation are taken into account. The data collection is 

performed by setting the release year parameter to the respective time period.  

Figure 2 shows the distribution of the search results by years for all search engines (all 

results, no categorization into different topics). For Google Scholar, a steady increase in 

the number of results from 155 in the year 2000 to 2393 in 2011 is evident. The curve is 

almost linear in this period until it reaches its first peak from which the values remain 

more or less constant. IEEE Xplore provides only few results for the beginning of the 

period considered, followed by a fluctuating increase in the number of articles found up 

to the maximum of 61 in 2009. Then, the value drops significantly to 10 results in 2013. 

Scopus delivers results that form a curve pretty much similar to IEEE Xplore. Here, the 

peak is already reached in 2008, but this time with 43 results fewer are found by Scopus, 

with a less severe drop down to 28 articles in 2013. When comparing the curves of the 

three search engines, to some extent a similar development can be observed. For all 

curves, a strong increase of results in the years 2003 to 2008 comes evident. 

Furthermore, all graphs do have a maximum turning point. The decline in the number of 

results is particularly evident in IEEE Xplore and Scopus. The Google Scholar curve 

also drops at the end of the observation period, however only to a small extent. 

Figure 2: Distribution of the search results by years (2000-2013) for all search engines 

A closer look at the curves shows some striking similarities between the quantitative 

development of the research on IdM and the so called Hype-Cycle. The Hype-Cycle is a 

graphical tool originally developed by IT research/advisory firm Gartner [Ga14] to 

represent the maturity, adoption and social application of specific technologies and 

innovations. Therefore, it must be highlighted that it can by no means be understood as a 

theoretically and empirically well-founded scientific method. However, it is an easily 

understandable tool and well suited for a first rough assessment in a case like this. The y-

axis of the Hype-Cycle-Diagram represents the visibility or the expectations of a new 

technology, the x-axis represents time. The cycle is divided into five key phases of a 

technology’s life cycle. Figure 3 shows the results of IEEE Xplore and Scopus compared 

with the Hype-Cycle. The visibility of the technology is measured by the number of 
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search results. This seems to be a suitable indicator for the scientific community. When 

comparing the curves, obvious parallels can be recognized. As a maximum turning point 

was always reached or exceeded, the IdM technology is, based on this theory, currently 

between phase 2 and 3 of the Hype-Cycle. Of course, although the curves currently have 

a comparable course, the future development in direction of the phases 3 to 5 can’t be 
predicted so far. A new comparison in 5 to 10 years could provide more evidence. 

However, it became clear that the first IdM hype has cooled down recently. 

Figure 3: Results of IEEE Xplore and Scopus (moving average) compared to the Hype-Cycle 

Now a qualitative screening of articles is performed to manually identify only articles 

that consider the economic perspective on IdM. Therefore, the first 50 relevant results of 

each search engine are categorized into the four categories described above. This time, 

however, only articles that fit into the category “Economy” are considered. Besides 

economic aspects, some of these articles also consider privacy and technology aspects. 

We mark this accordingly. Figure 4 presents the distribution of the articles according to 

the year of publication. Some of the publications have a thematic overlap with the 

categories privacy and technology. 

Figure 4: Results of the meta-analysis 

The total number of relevant results amounts to 13 and the characteristic curve with a 

maximum turning point in 2008 as seen in the quantitative analysis is recognizable. A 

table listing the identified and categorized publications is available on request. 

Considering the original total quantity of search results was 150, then only 8.7 percent of 

the publications really cover economic aspects. Most of these articles were published in 

the past 6 years. This clearly shows that only very few publications so far employ an 

economic perspective and that this perspective is a relatively young stream of research. 
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4 Conclusion 

Even though IdM technologies have been developed for quite a while, they are not as 

commonly used as could be expected – in the corporate but especially in an end-user 

context. Some researchers see the reason for this lack of diffusion not in technological or 

privacy shortcomings. Rather, they attribute it to the disregard of an economic 

perspective in the research on IdM and the development of IdM-technologies. As this 

argument has so far not been scrutinized in a systematic way, such an investigation was 

performed in this paper. Therefore, a literature analysis of scientific publications was 

performed to analyze whether there is indeed a lack of publications on IdM that employ 

an economic perspective. First, a keyword-based search of relevant scientific databases 

was performed. Then, articles were qualitatively screened and categorized. The results of 

the analysis actually seem to support the argument that the economic perspective is 

neglected in the current research on IdM. 

Of course limitations to our approach have to be considered. Due to resource constraints 

we had to limit the number of search engines to three and only screened the first 50 

publications found with each of these engines. However, we hope that this approach 

already gave some valuable insights into the research topic and can serve as the 

foundation for an analysis covering more search engines and results in the future. What 

we think our paper definitely showed is that research in this area is still scarce and there 

are still plenty of pieces missing from the puzzle of the economic factors in IdM. 
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