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Abstract: This paper presents a framework for Service Level Management in
dynamic, heterogeneous environments for service composition. Assumptions to
and the architecture of a framework is introduced that enables risk-aware decisions
in dynamic service composition environments. The implementation in the project
ValueGrids is described.

1 Introduction

Web services gain more and more momentum in many business models. Amazon’s
example shows the change from a pure selling platform to a Web service provider.
Amazon started Amazon Web service (AWS) in 2003 that allows developers and users
to query information about products and customers via Web service and to integrate it
into other Web applications. The overall demand for Web services has grown ever since.

At the same time, consumers request customized solutions that are tailored to their needs
in a dynamic, on-demand fashion. This fosters the rise of so called Service Value
Networks [BKCD09], where value is created through the composition of atomic services
in order to meet a customer-specific goal.

For a provider of such atomic services as well as for the intermediary that composes and
offers complex services to the consumer, it is inherently important to manage the
delivered quality of service. Therefore, providers and intermediaries need support with
respect to decisions on Service Level Agreements (SLAs) that are concluded and that
define functional as well as non-functional aspects of delivered and procured services.
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The decisions of providers and intermediaries have to reflect quality attributes of the
services, prices and penalties. But besides, the reliability of the procured service has to
be taken into account to allow for the risk of due penalties. This decision is exemplified
in the project ValueGrids1

The remainder of this work is structured as follows. Section 2 gives a brief overview
over Related Work. The ValueGrids Framework and especially the decision support
component are presented in Section 3, whereas Section 4 illustrates the use case. Section
5 concludes the paper and gives an outlook to future work.

and will be illustrated in this work.

2 Related Work

The technical composition of Web services that facilitates the provision of automated
complex services such as insurance brokering, travel planning, insurance liability
services or package tracking has been discussed intensively in the literature. In order to
facilitate the provision of complex services via platforms such as Salesforce, services
need to be combinable. One approach of standardization is described in the service-
oriented architecture (SOA), where the composition of complex applications from
loosely-coupled service components that provide specific well-defined functionality is
the main goal. Here, service components are reusable and composable in different
application areas [Ley03]. The composability of Web services is ensured through the
application of specifications. Web services may be described using standards as WSDL
[CCMW01] that specifies the interface and hence, how to communicate with the service
by means of an XML-scheme.

While [PD04] introduce a definition for a complex service as well as different
technologies for Web service composition, [BMNW08] focus on a semantic way to
combine Web services by introducing a Generic Service Ontology. The aforementioned
literature does mainly allow for the technical composition and the feasibility of
combining services, whereas the approach at hand seeks to answer the question for risk-
minimal agreement conclusion.

The joint provision of complex services only becomes feasible through the conclusion of
service level agreements (SLAs) among service providers. Service Level Agreements
govern the provision of services by means of specifying the involved parties and the
service to be executed. The service description in an SLA covers functional aspects as
well as non-functional aspects that define the quality of service. A formalization of
service level agreements (SLAs) is proposed in [ACD+07]. WSDL and WS Agreement
are regarded as a basis for the work at hand but have to be extended by a term language
in order to be able to describe Service Level Objectives (SLOs), that is, the quality goals
that are agreed in the SLA and prices and penalties.

1 www.valuegrids.de
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Whereas the conclusion of SLAs builds the basis for service monitoring, the risk of
failure that results from adherance to past contracts will be considered in the work at
hand. The chosen approach for risk calculation is based on security portfolio
optimization as introduced by Markowitz [Mar52] and only takes downside risk into
account [Mar91]. The following sections describe the framework architecture and
assumptions for a case study of risk-aware decisions in dynamic and heterogeneous
environments like Service Value Networks based on a methodology introduced in
[MSBW10]. The framework architecture and assumptions to a case study that are
presented in this work provide a unique risk-based decision support for participants in
dynamic service composition environments.

3 Service Level Management

ValueGrids establishes and delivers an integrated concept for service level management
in service value networks. For participants like service providers and intermediaries,
service level management mainly comprises the choice of contract partners and
respective agreements to be concluded. Decisions concerning the conclusion of contracts
will be driven by the risk of violating one or several contracts. Under the assumption that
service providers and intermediaries do not want to violate an SLA under any
circumstance in order to avoid the payment of penalties, the decisions supported by the
Dependency Analyzer are based on past observations of SLA adherence.

Service providers and intermediaries use the ValueGrids Management Cockpit, that is
the user interface, to come to a decision (cf. Fig. 2). There, requested SLAs are entered
and information is handed over to the Dependency Analyzer (DA). The DA retrieves all
possible service compositions (topologies) for the required service from the Service/SLA
Repository, that is the central place for storing service and SLA descriptions as well as
their interrelations by means of topologies. Based on this information, the monitoring
data for relevant SLA topologies is retrieved. Monitoring data is provided through the
Service Operations Manager. Monitoring reports are used to calculate the risk associated
with each of the service topologies as presented in [MSBW10].

Fig. 3 illustrates the sequence of actions taken to calculate risk associated with the
topologies that are retrieved from the Service Repository. First, the monitoring reports
are queried from the DA-internal Report Storage. Monitoring reports contain
information about the past adherance to concluded SLAs, that is each report comprises
start and end time of the monitoring report, the ID of the monitored SLA and the degree
of failure (either 0 or 1). This monitoring data is provided via the Service Operations
Management (cf. Fig. 2).
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Fig. 1: ValueGrids Framework

In the service provider’s case, adherence to SLAs in the past and information on other
concurrently concluded SLAs is stored. For an intermediary, in addition to data on past
adherence of offered services and concurrently offered SLAs, the required services
(services to be procured in order to provide the offered service) have to be monitored
and taken into account for the decision. Based on the monitoring data, the expected
profit that can be calculated by taking prices, penalties (from SLAs), costs for service
execution as well as expected failure from the monitoring data into account.

Fig. 2: Decision-Making by the ValueGrids Dependency Analyzer
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The support that is provided by the Dependency Analyzer is based on the concept of
Semi-Variance as introduced by [Mar52]. Basically, SLAs will be chosen that have
proven not to exceed a certain level of failure on average and that incur a low risk of
violation. Risk in this context is understood as the probality of SLA violation weighted
by the impact of a violation, that is, the penalties. The unreliability is calculated as the
squared deviations from expected failure, implying that low deviations are considered
comparatively small and insignificant, whereas high deviations are weighted
proportionally high (cf. [MSBW10]). Finally, each of the feasible topologies and the risk
associated with it is sent back as a sorted list to the Management Cockpit and displayed
to the user.

4 Decision Support Use Cases

This section describes the setup of the ValueGrids case-study and describes the goals of
its evaluation. The ValueGrids framework was implemented as a prototype and different
use cases will show the value provided by it. On the one hand, the case study will prove
the feasibility of the developed concepts. On the other hand, results obtained by DA
decisions can be evaluated with respect to their efficiency. Hence, it will not only show
the technical feasibility of risk-based decision support on agreement conclusion in
dynamic networks of service providers. In addition, it will provide scenarios, where a
risk-based decision outperform the usual profit- or resource-based decisions for job
acceptance. Based on the following assumptions, the case study is conducted.

Assumption 1 [Distinct Hardware]: Each requested complex service is run on distinct
hardware.

Hence, multiple contemporarily closed agreements and executed services do not
influence each other. Shared workforce by means of administrators is ignored.

Assumption 2 [Dependencies between procured services]: Dependencies between
procured services are ignored.

Dependencies between procured services might occur, if the same service is purchased
from the same provider in the same period. It is assumed that supplying providers run
each request on dedicated hardware (cp. Assumption 1). Based on these assumptions, the
following use cases are distinguished.

4.1 Accept Offer

The Dependency Analyzer recommends an SLA-Topology. This topology is the risk-
minimal as well as the cost-/resource-optimal one. There are two possible reasons for
this recommendation. First, only this one topology possible could exist for the provision
of the requested service. Second, the minimal topology could be the risk-minimal one.
The Dependency Analyzer’s output is a list of SLA topologies that is sorted by the risk
that the respective topology incurs. In this case, the risk-minimal topology will be the
minimal required one.
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4.2 Modify Acceptance

The Dependency Analyzer recommends another SLA-Topology than the minimal
required one. The minimal required SLATopology has been identified based on the
assumption that SLAs are met. The Dependency Analyzer, however, decides on the basis
of past observations and calculates the risk incurred by actually concluded SLAs and
executed services. Hence, if a SLA-Topology is not reliable by means of high Semi-
Variance of failure rates, another more reliable SLA-Topology will be recommended.

In this case, the sorted list that the Dependency Analyzer produces as output will not
start with the minimal required topology but with a different one that incurs a lower risk.

5 Conclusion

This paper presents a framework for Service Level Management in dynamic,
heterogeneous environments for service composition. The architecture of the of the
framework is presented and a case study is described that allows for the evaluation of the
implemented components. Future work will have to overcom the limitations on
concurrent service provision as introduced in Section 4. The evaluation of the different
use cases of the ValueGrids framework will prove the value provided by the decision
support.
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