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Abstract: The healthcare industry is becoming more and more distributed; organi-
zations are increasingly relying on mobile links to access patient information and to
update their databases at the point of care. New technologies, such as Internet so-
lutions or wireless, are enabling the widely disparate systems used in healthcare to
communicate with each other and are reducing the cost of integration. Hospitals can
access critical patient information and billing data from anyplace and anytime, includ-
ing community clinics, patient homes, or at the scene of an emergency.

In this article, we will present a mobile hospital solution that is based on DB2 Ev-
eryplace. DB2 Everyplace extends the power of database systems to handheld devices
for the ever-growing mobile business environment.

The article continues with a medical scenario that describes an application for
home care nurses. The article closes with a short description of a mobile hospital so-
lution with DB2 Everyplace in a Canadian hospital.
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1 Introduction

The healthcare industry is becoming more and more distributed; organizations are increas-
ingly relying on mobile links to access patient information and to update their databases
at the point of care. Hospitals can access critical patient information and billing data from
anywhere, including community clinics, patient homes, or at the scene of an emergency.

Mobile solutions are sweeping the pharmaceutical and healthcare industry because all kind
of data capture processes such as clinical trials, patient diaries, supply tracking and patient
data can be handled in a simple and secured way at anytime from anyplace.

For example viewing and updating patient data can be done during a patient round if a
wireless solution is used or in electronic sensibility areas the data can be downloaded to
the mobile devices each morning with a docking station and the changed/new data can be
uploaded in the same way, after a patient round, back to the main database. In clean room
areas the mobile devices can be wrapped into changeable thin foils. With mobile solutions
we do not need to store thousands of papers for many years because all the data is centrally
stored in a database.

In this article, we give an overview about DB2 Everyplace. DB2Everyplace extends the
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power of database systems to handheld devices for the ever-growing mobile business en-
vironment. The DB2 Everyplace database is available for Palm OS, Windows CE/Pocket
PC, Psion EPOC, Symbian, embedded Linux, and QNX Neutrino operating systems. It
is not a cut-down or limited function version of the DB2 Universal Database, it has been
specifically designed and written for the PDA/Handheld devices and has a tiny footprint
of approximately 100 to 150Kb depending on platform and installation style.

DB2 Everyplace uses different security features such as data encryption and data filtering,
as well as different replication techniques (JDBC, Data Propagator). Physicians and nurses
can enter patient data such as blood pressure, temperatures, or prescribed tests into, for ex-
ample Palm Pilots, just by clicking text boxes. And, after the data has been synchronized,
it can be analyzed with statistics and Data/Text Mining techniques.

The article closes with a description of a Canadian hospital that uses DB2 Everyplace in
practice.

2 A short technical view on DB2 Everyplace

With handheld devices, users can gather and update their data where and when they want
to. Users can perform real-time queries and transmit information directly into their com-
pany’s enterprise business systems. This chapter contains an overview about the main
components of DB2 Everyplace.

2.1 Implementation aspects

The DB2 Everyplace database on the mobile device is specifically designed for the mobile
and embedded application environment. The DB2 Everyplace database engine supports
basic SQL and relational operations such as Join, Group by, Order by, multiple column
primary and foreign keys, expression functions, aggregate functions, and constraints. Ad-
vanced indexing provides a noticeable query performance boost for medium to large DB2
Everyplace tables. Scrollable cursors enable easier application data manipulation. In order
to maximize utility using the least amount of resources, only the most relevant functional-
ity for mobile databases is included.

The DB2 Everyplace database engine supports Single Byte Character Sets (SBCS), Double
Byte Character Sets (DBCS), and UNICODE where available. DB2 Everyplace supports
many languages, supports all major mobile, desktop and enterprise platforms and allows
access to any data; additionally it also supports Compact Flash storage devices such as
the Micro drive from IBM for higher capacity storage on mobile devices and provides the
most function per footprint of any relational database in the industry. DB2 Everyplace
implements a subset of the Standard Query Language (SQL) standard, DB2 Call Level
Interface (CLI), Open Database Connectivity (ODBC), and Java Database Connectivity
(JDBC). JDBC is supported on all platforms that have support of Java Technology. It en-
ables an easy development of applications using industrial standard tools and open API’s,
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Figure 1: Mobile Solutions Components

for example by writing C++ programs. For mobile users no administration work needs to
be done on the mobile device in order to use a DB2 Everyplace application. A full DB2
Everyplace scenario/solution (see Figure 2.1) consists of

• DB2 Everyplace database on the mobile device

• DB2 Everyplace Synchronization Server with the DB2 Universal database system

• Any Target database on the source server

The data on the mobile device can be synchronized using the DB2 Everyplace Synchro-
nization Server. The DB2 Synchronization Client on the device can communicate with the
DB2 Everyplace Synchronization Server; and the DB2 Everyplace Synchronization Server
communicates with enterprise databases on the source server.

Synchronization is a two-step process; data is synchronized between the mobile devices
and the database on the DB2 Everyplace Synchronization Server, also called the mirror
database. This is done when the mobile users start their synchronization process on their
client devices. Also the data is replicated between the DB2 Everyplace Synchronization
Server and the Enterprise data server. This is done on a time base defined during sub-
scription implementation. A subscription is a specification how the data is synchronized
between the source and the client database, over the mirror database.

The synchronize function can be called on demand or integrated into a program. The
DB2 Synchronization Client on the mobile device uses an extensible architecture: it is
built around a small synchronization engine extended to use client data adapters to access
data sources. Currently client adapters are available for DB2 Everyplace relational data,
file data and to call stored procedures on the source server. Currently, the DB2 Synchro-
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Figure 2: Synchronization techniques in a 3-Tier environment

nization Client uses HTTP over TCP/IP to communicate with the synchronization server.

2.2 Synchronization

Synchronization means the update of data that is changed by concurrent user during the
same replication time interval. Changes on the data records can be done on the mobile
devices or on the source data on the server side. DB2 Everyplace has several components
that need to be discussed to understand a synchronization cycle:

• Mobile Device Administration Center (MDAC)

• DB2 Everyplace Synchronization Client and Server,

• MDAC objects such as a Subscription.

MDAC is the central Graphical User Interface tool to administer the whole environment
and it contains synchronization objects such as “users”, “groups”, “subscription sets”,
“subscriptions”, “adapters” and “logs”. The MDAC tool allows managing all mobile de-
vices and users in a central way, supporting large numbers of individual devices very
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simple and easy. It enables a set up and the administration of users, user groups and their
access to data; it allows making adjustments to the replication definition for individual
users if necessary. It lowers the cost of maintaining the system and provides advanced
synchronization features such as partitioning of data. Furthermore, the data transfer can
be encrypted for the synchronization process with MDAC.

The DB2 Everyplace Synchronization Client on the mobile device provides an Application
User Interface to perform synchronization directly from a program on the device. The DB2
Everyplace Synchronization Server enables bi-directional synchronization between any
supported devices and data sources; data can be synchronized between DB2 Everyplace
and DB2 Universal Database Server.

File subscriptions are necessary e.g. to transfer client application data automatically to the
client. Custom subscription can be used for stored procedures: DB2 Everyplace includes
a remote query and stored procedure adapter; this adapter enables DB2 Everyplace to
use the DB2 Everyplace Synchronization Server architecture to call a stored procedure
located at a remote data source without synchronizing. The results of the stored procedure
are returned directly to the application on the device.

With stored procedures there is then less network transmission, since stored procedures
run locally on the DB2 source server. A additional advantage of stored procedures is
that there is less processing load on client systems, a consolidated processing on the DB2
server, also code maintenance on client system is simplified; furthermore, we can perform
processing other than database related.

Filtering data from the server is an important part of controlling whether the data is avail-
able for the client or not. Filtering can also help to control the client database size by
synchronizing the minimum amount of data necessary for a specific client.

The DB2 Everyplace Synchronization Server includes several filtering options for hori-
zontal, vertical, and user-based filtering methods. Furthermore, it can be done at different
levels, i.e. subscription level, group level, and user level.

Horizontal filtering can be done at the subscription level, group level, or user level. It
uses the SQL keyword “where” in an SQL-query to select data from the source data. Join
Filtering refers to the use of “where” containing a sub-query accessing another replicated
table. Vertical filtering improves the performance by reducing the amount of data repli-
cated to the mirror database, reducing also the amount of data synchronized to specific
user devices. Furthermore, security is improved by restricting the availability of specific
columns to specific users. The data-filter parameters can be used to provide a default
value – for example un-subscribed columns. An un-subscribed column is replicated but
not synchronized to the users.

2.3 Security consideration

Data security is a major question in the public health industry. Patient data must be secured
against unauthorized access. The data administrator must have the possibility to adminis-
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trate which mobile user can see or change which medical data on his mobile device. For
a wired or wireless mobile solution through DB2 Everyplace there are the following four
security issues: the device, the transport, the synchronization server and the source server.
For security issues on and between the synchronization server and the database source
server, the data handling and the data transfer are exactly two DB2 database installations
on different or the same servers: and this is under full control of the different DB2 security
levels. Therefore, in the following we only need to consider the device and transport layer.
For the device layer, there are generally the following main questions:

• Who will access the data at the mobile device?

• What will be accessed and which type of access are allowed?

• What is to consider when controlling access to the local database?

One device normally belongs to exactly one mobile user. Lost or stolen device data is
protected by native device security functions, namely username and password. The Group
and User access is controlled by MDAC at the DB2 Everyplace Synchronization Server.
Device users cannot gain access to data they are not authorized to receive. The Mobile
Devices Administration Center allows you to define synchronization for groups of users
who have the same needs for access to applications and data.

Secure messaging and queuing protect the data communication between device and server.
The DB2 Everyplace Synchronization Server supports data encryption using the symmet-
ric key encryption algorithm (DES = Data Encryption Standard) solution. The encryption
level is defined during the creation of a subscription object through MDAC on the DB2 Ev-
eryplace Synchronization Server. DB2 Everyplace uses HTTP for transporting the data for
synchronization, therefore a firewall and a special port can be set up for synchronization
purposes.

The Data Communication is compatible with existing network firewall and security tech-
nology solutions, so the communication channel can additionally be protected using a
Point-to-Point Tunneling Protocol (PPTP) or a Virtual Private Network (VPN) connec-
tion.

3 Application of DB2 Everyplace in practice

Assate medical software is currently in use across Canada at twenty hospitals for Con-
gestive Heart Failure. In addition, Assate provides a centralized national database and
research facility based on data collected from the individual hospital sites. Assate is cur-
rently involved in two hospitals regarding diabetes, and is working with several key doc-
tors and the Canadian Diabetes Association in both pediatric and adult diabetes. Assate are
also working with the Canadian federal government to provide a unified national diabetes
registry system based on our Heart Failure architecture.

The PDA component of Asatte’s software that is using DB2 Everyplace was built in con-
junction with the National Research Council of Canada, which is the Canadian govern-
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Figure 3: Canadian CHF Clinics Network: Intro-screen (left) and Patient Visit screen (right)

ment scientific body. The primary purpose of the PDA is to provide data on demand
during in-hospital patient rounds, but several doctors have also expressed their interest in
the capabilities of out-call and emergency capabilities of the mobile patient data.

Figure 3 shows the Canadian CHF Clinics Network system for PalmOS. The physician
can choose between Staff or Patient and then gets either the list of employees or the names
of the patients who are currently in. Additionally, he then gets information about the
patient itself, about his patient rounds and his medication (see Figure 3). Besides clinical
information, patients’ demographics can also be entered into the system.

Some of the fields are optional; some are obligatory. The solution shows several user-
friendly features, for example searching patients, entering private notes or documenting
patient disposition. The patient information is downloaded each morning, updated and
then supplemented; in the afternoon, the data is uploaded to the main database. The bene-
fits of this procedure are reduced number of input errors; it saves working time by entering
doctoral information.

The information of the patient is generic and then customized per clinical specialty al-
lowing for data collection and compilation; this leads to best practices, and helps in study
participation.

Asatte has worked very closely with the IBM DB2 Everyplace Laboratories through the
development of PDA software. The work is presently covered under a non-disclosure
agreement with IBM. The first version of the PDA component of Asatte’s software was
completed in December 2001. Asatte is currently working with four selected hospitals.
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Figure 4: Canadian CHF Clinics Network system: Medication screen (left) and Patient’s Assessment
Details screen (right)

4 Conclusions

With DB2 Everyplace, mobile professionals can keep in touch with vital data that they
need wherever they are and wherever the data is. Specifically, organizations are now able
to deliver their DB2 enterprise data to mobile and embedded devices. DB2 Everyplace
allows to access and to perform updates to a database on the mobile device. Using the
DB2 Everyplace Synchronization Server, we can synchronize data from the mobile device
with other data sources in your enterprise.

The DB2 Everyplace database is a relational database that resides on the mobile device. To
access data on the mobile device, we can write our own applications to access data on the
mobile device using the supported set of DB2 Call Level Interface (CLI) functions or Java
Database Connectivity (JDBC) methods; alternatively, we can use the DB2 Everyplace
Query by Example Application. As numerous federal, state and local agencies that are
involved in the collection and dissemination of health related data, the collection gets
centralized: there is no need for consolidation as it is necessary for Data Warehousing.

DB2Everyplace helps in collecting data that is structured, clean and complete because ap-
plications can be written that are synchronized if and only if all fields are clicked or typed
on. If one or several fields are missing, the physician gets corresponding information. This
is important especially for Data Mining since preprocessing - that takes 70% - 80% of a
normal Data Mining project – need no longer to be done. This will reduce the amount of
analysis time dramatically.
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