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Abstract: Recent developments in PDA and networking technologies offer new op-
portunities for mobile computing. We will investigate these opportunities for the field
of transplantation medicine. The Collaborative Transplant Study (CTS) is the largest
international voluntary study in this field. More than 300.000 data sets for organ trans-
plantations allow detailed insights into complex transplantation-related issues. For the
analysis of this data a multi-tiered web-based statistics application was developed. We
suggest scenarios for its mobile use and report on a first field trial. We conclude by
proposing a location-based access control mechanism to better protect the highly sen-
sitive transplantation data.
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1 Introduction

While the use of mobile and pervasive devices has grown considerably over the last few
years their market share is still estimated to grow a lot in the near future. The computing
power and connectivity of current PDAs such as Palm or Compaq iPAQ systems make
them suitable for running thin-client browser-based applications. This growth is accompa-
nied by the introduction of complimentary networking technologies. Various technologies
that allow mobile access to the internet are now available.

In recent years a number of attempts to combine web or mobile technologies and appli-
cations in transplantation medicine and other medical fields have been made. A descrip-
tion of mobile patient information systems can be found in [BKT01], an architecture for
pervasive clinical healthcare is described in [BC01] and, specifically for the field of trans-
plantation medicine, a web-based electronic patient record was developed [FLS99]. Its
focus lies on the feasibility of the implementation of an electronic patient record (EPR) for
transplantation patients while our system is concerned with the analysis of long-term sur-
vival data of transplantations. While this EPR system contained the data of less than 1000
transplant recipients the CTS database covers hundreds of thousands of transplantations.
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2 Transplantation Medicine

Transplantation is defined as the transfer of living cells, tissues or organs from one site
to another in the same individual (syngeneic transplantation) or from one individual to
another -of the same (allogeneic transplantation) or another (xenogeneic transplantation)
species. What we consider here is the transplantation of vital human organs. One of the
most complex medical endeavors is now a common lifesaving therapy for victims suffer-
ing from end stage kidney, liver, heart, lung, and pancreas failure. Organ transplantation
can restore thousands of people to normal, active, and productive lives. While many types
of organs have been successfully transplanted, the histocompatibility barrier between re-
cipient and donor remains a problem. A transplanted organ is a foreign tissue that will
activate immune responses possibly leading to graft rejection. Immunosuppressive drugs
will reduce rejection but have secondary effects, above all an increasing risk for cancer.
Overall the outcome of organ transplantations is influenced by a multiplicity of factors, of
which the most important are shown here:

• Histocompatibility

• Immunosuppressive Therapy

• Recipient and Donor Age

• Year of Transplantation

• Graft Number (First Organ, Second Organ, and so on)

• Donor Cause of Death (Trauma vs. Non-Trauma)

• Ischemia Time

Multifactorial methods are needed to quantify the risk associated with each factor. This
requires the use of survival times which can be calculated for graft and patient survival. It
maintains a challenge for scientists to find ways of improving the safety and success rate
of organ transplants.

3 The Collaborative Transplant Study (CTS)

This section introduces the Collaborative Transplant Study (CTS), the largest international
voluntary study in the field of transplantation medicine.

3.1 Motivation

The Collaborative Transplant Study was initiated to obtain insights into complex issues
related to human organ transplantation. The aims of this multi-center study are strictly

132



scientific and the philosophy behind it is that the knowledge-gaining can be accelerated by
combining the experience of many. Major research topics within the CTS project include:

• factors influencing graft and patient survival

• impact and secondary effects of immunosuppressive drugs

• immunological and nonimmunological causes of graft loss

• tissue typing techniques such as DNA typing

• influence of histocompatibility on graft survival

• organ allocation strategies

• incidence of posttransplant malignancies

3.2 History

The study was initiated in 1982 based on the voluntary cooperation of transplant centers
from around the world and is now supported by more than 500 transplant centers in 50
countries. More than 300.000 data sets for kidney, heart, liver, and pancreas transplantation
have been collected in the past 20 years. The study is coordinated from the transplantation
immunology department of the University of Heidelberg in Germany and operated by a
team of immunologists, computer scientists, statisticians and laboratory staff.

3.3 CTS Methods and Legacy Tools

Participating transplant centers send transplantation data by electronic or non-electronic
means. Baseline information is collected in a standardized format shortly after trans-
plantation. Clinical follow-up information is requested at 3, 6 and 12 months as well
as at yearly intervals after transplantation. Patient and center confidentiality are strictly
respected. Graft and patient survival rates are computed according to the Kaplan-Meier
method [KM58]. Multivariate analyses are performed by using the proportional hazards
regression model originally introduced by Cox [Cox72], incorporating various factors
found to be significantly related to the outcome of kidney transplantation. Results are
reported in many scientific publications [Ope00b, EOH01].

An application named “TrainX” enabled a computer-based analysis of the CTS data until
2001. Based on an X-Windows-architecture, it enabled authorized users from the CTS
center in Heidelberg to perform scientific analyses within the local area network. In May
2001 a web based analysis system named “WebTX” was introduced.
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Figure 1: WebTX Architecture

4 CTS Web Tools

This section introduces the web based statistical applications “WebTX” and “CTSstat”,
that were developed for the CTS. The tools are also compared with respect to suitability
for PDAs.

4.1 WebTX

The motivation for developing WebTX was to maintain an architecture (Fig. 1) in which
the user interface, functional process logic and data storage are separated into independent
layers. Since it was planned to use WebTX via the Internet, it was absolutely necessary to
perform this separation, because changes concerning the application logic or the database
structure mustn’t require client updates.

Data relevant for statistics are extracted from the CTS-Database and transferred into the
statistics database. The user database contains authorization data and the users’ persistent
analyses. The application server contains a Java Servlet engine (Jakarta Tomcat). The
client side is realized as a Java-Applet with a convenient graphical user interface (Fig. 2).
Within the LAN communication between client and server objects is realized using the
distributed object model Java RMI. WebTX is a powerful application with an elaborately
designed GUI developed for selected specialists with a need for extensive analyses.

134



Figure 2: WebTX GUI

4.2 CTSstat

Another web-based statistics application named CTSstat was developed for the CTS [Ope00a].
CTSstat was planned for the use on the CTS website and has been in productive use since
September 2000. Like WebTX, CTSstat is based on a three-tier-architecture but the HTML
based GUI is kept much simpler in comparison to WebTX (Fig. 3). CTSstat enables a
center-specific analysis (e.g. Kaplan-Meier graft survival plots) of current transplantation
data for authorized users through a web browser and is used frequently by participating
centers.

4.3 Comparison and suitability for mobile use

While the WebTX statistics web application is very powerful allowing for sophisticated
analyses it is also not suitable for use on a typical PDA client for two reasons. First, its
graphical user interface is far too large to be displayed on a small PDA screen. Second, the
client application itself needs a Java applet environment with RMI communications and
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Figure 3: CTSstat User Interface

computational resources which are beyond the capabilities of a PDA. The CTSstat system
however employs an extremely thin client consisting of an HTML interface with HTTP
communications only. The statistical results in the Portable Document Format (PDF) can
be displayed in a readily available viewer.

5 Mobile Web Access

In recent years a number of technologies for mobile access to networks have emerged
thus beginning to lay the foundation for ubiquitous computing. While the future of the
UMTS technology is open the importance of other standards such as wireless LANs
[IEE99, BNH01] has grown considerably. Many companies use this technology for desk-
top PCs in their office sites. While the replacement of wires in offices by this wireless
technology may be useful it has its real value for roaming the outside world with a PDA
or a similar mobile device. Reports of wireless LANs set up by private persons or corpo-
rations in many cities can now even be found in the popular press [WS02].

Another emerging standard is the Bluetooth standard [Blu01] promoted by an industrial
consortium consisting of major software and hardware manufacturers such as Ericsson,
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Microsoft, IBM, Toshiba, Intel, Motorola, and Nokia. While the IEEE 802.11 standard for
wireless Ethernet is a dedicated networking solution the aims of the Bluetooth standard
are broader. It is intended to connect a wide range of mobile devices such as cell phones,
head sets, video cameras, PDAs and other consumer devices. This goal is pursued by the
definition of different profiles where each profile describes the protocol for a certain class
of devices. As a technology for providing mobile access to IP networks the networking
profile is relevant.

5.1 Scenarios for Mobile Access to Transplant Data

When investigating the possible usage scenarios for mobile access to transplantation data
several situations should be considered. While a physician or nurse near the patient could
in theory be equipped with a PDA and perform online analyses this scenario is of limited
usefulness as the results of theses analyses are of a statistical nature and therefore only
rarely directly applicable to a specific patient in a specific situation.

Apart from this clinical setting physicians and scientists could use a PDA to access the
analysis tools CTSstat in their daily research work roaming freely within the premises of
the research institution or hospital.

Perhaps the most promising scenario is the mobile access to the tools while travelling or at-
tending scientific conferences. When at a scientific conference, researchers meeting could
access and analyze the transplant database together, compare and discuss preliminary re-
sults and generally work in a collaborative fashion.

5.2 Mobile Test of CTSstat Using a Wireless LAN and PDAs

In order to investigate the feasibility of mobile access to the CTSstat system we carried out
a field trial. We used a Compaq iPAQ PDA with a Lucent Technologies wireless LAN card
running the Window CE operating system. The test was carried out in the court of the Villa
Bosch using the wireless LAN installed at the European Media Lab. We were immediately
able to connect to the CTS website [CTS02] which hosts the CTSstat web application. As
the results of the statistical analyses are created in PDF format an extension to the web
browser is required. We used the Ansyr Primer PDF viewer in connection with Microsoft’s
Internet Explorer. A resulting PDF graph for a pancreas graft survival analysis displayed
in this viewer can be seen in figure 4 . As the real transplant survival data is highly
sensitive (see below) we only used publicly accessible graphics for the demonstration.
These are based on the complete CTS data and do thus not violate a specific center’s
privacy. Nevertheless, the system works principally the same when fulfilling its main
purpose of using and analyzing center-specific data.
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Figure 4: CTSstat result shown on an iPAQ PDA with a wireless LAN
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6 Mobile access control

6.1 Traditional web access control

The most basic form of access control to an information system is implemented by using
a password dialog for a certain user name. In the context of a web browser-based client
application the browser displays this dialog on behalf of the server when receiving a certain
HTTP response code.

The communication with the server can be encrypted using standard technologies such as
HTTPS/SSL [FHH99]. This encryption protects the transmission of username and pass-
word which would otherwise be sent in clear text. This technology prevents eavesdroppers
from obtaining the authentication information and impersonating the real user at a later
point of time. The current productive CTSstat web application for desktop based browsers
uses this technology.

6.2 Mobile Context and Location

With mobile systems, however, a more flexible and to some extent more secure approach
is possible. An intrinsic feature of mobile systems is their context and its change over
time. This context consists of all kinds of external conditions as well as of user-dependent
properties, such as user preferences, cultural background, or current mood. External con-
ditions include constantly changing surroundings such as the presence of other persons or
the current climate conditions. For our purposes the most important external condition is
the current location of the user with her handheld system.

Based on this location information, which can be made available to the client through GPS
technology or GSM positioning, a different and in many ways complimentary access con-
trol solution can be constructed. The current location information can be transferred from
the mobile client to the server making it possible to implement location-based access con-
trol. A description of location-based access control in collaborative virtual environments
can be found in [Bul98].

6.3 GIS Servers and Management of Spatial Data

Location based access control can be viewed within the more general topic of location
based services (LBS). This field is part of the research in geographical information systems
(GIS) and has recently gained a lot of attention [Zip01].

In general GIS servers facilitate the storage, referencing and querying of spatial data with
the addition of ’business’ or, more generally, application data. The advantage offered by
these servers over traditional non-spatial databases is that they allow for the management
of the spatial distribution of data. In other words the relationship between certain spatial

139



objects such as points, areas, or polygons and application data can be stored and retrieved.
In our case the spatial objects are the regions in which the use of the client to the statistics
tool would be considered legal. It would be possible to define arbitrary areas such as
conference locations, the route of a travelling train, or a certain city and to define which
user is allowed to work with the application in which predefined zone.

6.4 Flexible Spatial Access Control and Data Protection

Access to a certain user account of the CTSstat system could therefore be restricted to
situations where the user (e.g. doctor, nurse, scientist) is within the premises of a transplant
center, hospital etc., or attending a scientific conference at a predefined location. In case
of loss or theft of the mobile client in an authenticated state the sensitive transplant data
would still be protected outside the predefined areas.

Transplantation data is highly sensitive information. Although in this case the data is
anonymized and does therefore not contain patient names, unauthorized access to it could
still be harmful. The statistical information about the long term success or failure of the
transplantations of a particular transplantation center or hospital is very valuable – not
only to the institution itself but also to other groups. These groups include other medical
institutions competing in terms of patient care or scientific results, journalists, government
bodies, insurance companies and so on. As one of the largest and most successful volun-
tary studies in medicine, the CTS study is highly dependent on the collaboration and trust
of participating institutions. Respecting the privacy of participating transplant centers is
therefore paramount to the CTS study and vital for its success.

7 Conclusion and Outlook

In this article we investigated the relationship between statistical analysis of transplant
survival data and the mobile access to the necessary tools. We introduced the CTS study
as a large long-running international study in the field of transplantation medicine which
has influenced the field considerably.

Research in transplantation immunology requires sophisticated statistical analysis meth-
ods and computerized tools. We described such tools developed at the CTS coordina-
tion site in Heidelberg in detail. These tools include the applet/application server-based
distributed analysis application WebTX as well as the thin-client HMTL-only front-end
CTSstat. When comparing the adaptability of both tools to typical mobile environments
we found that CTSstat is much more suitable to the mobile systems of today and the
near future. After a brief description of current mobile web access technologies such as
wireless LAN and Bluetooth technologies, we listed possible scenarios for mobile access
to transplant data. We then discussed results of preliminary mobile tests of the CTSstat
system using a wireless LAN and the Compaq iPAQ PDA. We compared the traditional
and location-based approaches to access control and proposed a possible implementation

140



using GIS technologies. The highly sensitive nature of the data in question makes this
complimentary and flexible access control appropriate.

As the preliminary results showed, the HTML-based GUI is already useful but would
still benefit from an optimization for the limited display capabilities of current PDAs.
The proposed location-based access control must be implemented using the described GIS
technologies. Finally, the system should be systematically evaluated with respect to the
scenarios mentioned, notably the transplant center and the conference site situations.
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