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Abstract
Cryptographic protocols aim at securing communications over insecure networks like the Internet.
Over the past decades, numerous decision procedures and tools have been developed to automatically
analyse the security of protocols. The field has now reached a good level of maturity with efficient
techniques for the automatic security analysis of protocols

After an overview of some famous protocols and flaws, we will describe the current techniques
for security protocols analysis, often based on logic, and review the key challenges towards a fully
automated verification.
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1 Description of the talk

Cryptographic protocols aim at securing communications over insecure networks like the
Internet. Over the past decades, numerous decision procedures and tools have been developed
to automatically analyse the security of protocols. The field has now reached a good level of
maturity with efficient techniques for the automatic security analysis of protocols

After an overview of some famous protocols and flaws, we will describe the current
techniques for security protocols analysis, often based on logic, and review the key challenges
towards a fully automated verification. For example, one well-established tool for analyzing
protocols is ProVerif [1], that internally relies on resolution of Horn clauses. ProVerif performs
very well in practice but due to this abstraction, it cannot handle protocols with long term
states such counters or tables. We have recently realized [2] that these limitations can be
overcome with subtle encodings as well as the integration of mature techniques for integers.

Another major challenge is the coverage of privacy properties (e.g. anonymity, untraceab-
ility, ballot secrecy) that are typically expressed as equivalence properties. Such properties
require novel verification techniques and many tools have been recently developed, such as
SPEC [5], DeepSec [3], SatEquiv [4], with different scope and efficiency compromise.
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