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Abstract: Algebraic attacks on block ciphers and stream ciphers have gained more
and more attention in cryptography. Their idea is to express a cipher by a system of
equations whose solution reveals the secret key. The complexity of an algebraic attack
generally increases with the degree of the equations. Hence, low-degree equations are
crucial for the efficiency of algebraic attacks.

In the case of simple combiners over GF(2), it was proved in [9] that the existence
of low-degree equations is equivalent to the existence of low-degree annihilators, and
the term ”algebraic immunity” was introduced. This result was extended to general
finite fields GF (q) in [4].

In this paper, which improves parts of the unpublished eprint paper [2], we present
a generalized framework which additionally covers combiners with memory and S-
Boxes over GF (q). In all three cases, the existence of low-degree equations can be
reduced to the existence of certain annihilators. This might serve as a starting point
for further research.
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1 Introduction

The idea of algebraic attacks is to attack a cipher by solving a system of equations. In
this paper, we concentrate on algebraic attacks against block ciphers and LFSR-based
keystream generators.

In [7], the authors showed that AES can be attacked by solving a system of quadratic
equations. The reason is that the only non-linear operation, the S-box, can be described
by a system of quadratic Boolean equations. Later, it was shown in [10] that this attack
can be improved by using quadratic equations over the fi nite fi eld GF (28). These two
attacks are the only attacks currently known which may work for full AES using only
few plain-/ciphertext pairs. Although the correctness and the complexity require further
examinations, the existence of a system of low-degree equations is a potential threat.

In [6], algebraic attacks on simple combiners were presented. For each observed keystream
bit, an attacker has knowledge of one or several valid equations. If an attacker has enough
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equations at his disposal, the secret key can be recovered by solving the system of equa-
tions. For several simple combiners (e.g. LILI-128, Toyocrypt), algebraic attacks are the
fastest known attacks. Both the required number of known keystream bits and the com-
plexity of the attack are polynomial in the key size, but exponential in the degree of the
equations. Therefore, the availability of low-degree equations is crucial for an effi cient
attack.

For several reasons, the extension of the attack to combiners with memory (e.g., the Blue-
tooth keystream generator) was not apparent. In [1], this question was fi nally solved. The
authors showed that any LFSR-based keystream generator can be expressed by system
of equations with a bounded degree. Also here, the effort grows exponentially with the
degree.

The three cases described above have in common that they require equations of low de-
gree to be effi cient.1 Consequently, one of the most important research topics in algebraic
attacks is to develop methods for fi nding or avoiding low-degree equations. One possibil-
ity to get low-degree equations in the case of LFSR-based keystream generators are fast
algebraic attacks, introduced in [5]. The idea is to exploit the properties of the underlying
LFSRs to get linear combinations of given equations of reduced degree. Anyhow, this
approach has the practical disadvantage that the knowledge of many successive keystream
generators is required, even if one applies the methods proposed in [3] to reduce this
amount to the minimum. Furtheron, this strategy is not applicable in the case of non-linear
feedback shift registers or S-boxes.

Hence, we rather try in this paper to examine the structure of the cipher to decide whether
low-degree equations in the inputs and output over few clocks exist or not. We will see
that in all cases this is connected to the existence of low-degree annihilators.

The paper is structured as follows. In section 2, we provide some basic facts about func-
tions on fi nite fi elds and annihilators. We consider the existence of low-degree equations
in the case of simple combiners, combiners with memory and S-boxes in sections 3, 4 and
5, respectively. Section 6 concludes the paper.

2 Basics

Let F be a fi nite fi eld. We denote by F[x1, . . . , xn] the ring of polynomials in the unknowns
x1, . . . , xn over the fi eld F. In the case where the names of the identifi ers do not matter,
we use the abbreviation Fn. A function f = f(x1, . . . , xn) : Fn → F with n ≥ 1 is a
mapping from the set Fn into F. It is well known that each function f is an element of
F[x1, . . . , xn] and has an unique expression

f(x1, . . . , xn) =
α=(α1,...,αn)∈{0,...,q−1}n

cα · xα1
1 · . . . · xαn

n

1The defi nition of when an equation is of ”low-degree” depends on the cipher and the key size and is not
precise. A possible defi nition could be to defi ne an equation as low-degree if it allows an algebraic attacks which
is faster than exhaustive search.
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with cα ∈ F and is called the algebraic normal form of f . The uniqueness allows to defi ne
the notion of the degree of f ≡ 0 by

deg(f) := max{
n

i=1

αi|cα = 0}.

We consider now mappings F : Fn → Fm for n,m ≥ 1. F can be represented by
F = (f1, . . . , fm) with suitable fi ∈ Fn. If we defi ne the composition of two mappings
F,G : Fn → Fm componentwise, i.e., F ◦ G := (f1 ◦ g1, . . . , fm ◦ gm), we obtain a
ring Fn,m. For F ∈ Fn,m, we defi ne the graph of F by gr(F ) := {(x, F (x))|x ∈ Fn} ⊂
Fn+m.

DEFINITION 2.1 Let F ∈ Fn,m and 0 := (0, . . . , 0) ∈ Fm. We define the support and the
kernel of F by

supp(F ) := {x ∈ Fn|F (x) = 0} and ker(F ) := {x ∈ Fn|F (x) = 0}.

Obviously, supp(F ) and ker(F ) are disjoint sets, and supp(F ) ∪ ker(F ) = Fn.

Lemma 2.2 Let F, G be arbitrary elements in Fn,m. Then G is a multiple of F if and only
if supp(G) ⊆ supp(F ).

PROOF.As the multiplication is defi ned componentwise, it suffi ces to show the claim for
functions f, g ∈ Fn.

Let g be a multiple of f , i.e., a function h exists such that g(x) = f(x) ·h(x) for all x ∈ F.
Now, let x ∈ supp(g). Then, g(x) = 0 implies that f(x) = 0 and thus x ∈ supp(f). This
shows that supp(g) ⊆ supp(f).

Now assume that supp(g) ⊆ supp(f). We defi ne a function h as follows:

h(x) :=
0, x ∈ supp(g)

g(x) · (f(x))−1, x ∈ supp(g)

Observe that h is well defi ned since supp(g) ⊆ supp(f) implies that f(x) = 0 for x ∈
supp(g). Now, one can easily check that g = f · h.

In the next sections, we make use of two special functions: characteristic functions and
annihilators.

DEFINITION 2.3 Let S ⊆ Fn. We define its characteristic function δS : Fn → F by
δS(x) := 1 if x ∈ S and δS(x) := 0 otherwise.

Equivalently, δS can be defi ned to be the unique function such that δS(Fn) ⊆ {0, 1} and
supp(δS) = S.

DEFINITION 2.4 Let F,G ∈ Fn,m be two arbitrary functions. G is called an annihilator
of F if F ·G ≡ 0. This means that F (x) ·G(x) = 0 for all x ∈ Fn.

For S ⊆ Fn, we say that g ∈ Fn is an annihilator of S if g(x) = 0 for all x ∈ S.
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Lemma 2.5 Let S ⊆ Fn and g ∈ Fn. g is an annihilator of S if and only if it is an
annihilator of δS .

PROOF. By the defi nitions of annihilators and δS , it holds that

g is an annihilator of S ⇔ g(X) = 0 for all x ∈ S
⇔ g(X) = 0 for all x with δS(X) = 1
⇔ g is an annihilator of δS .

We give now a characterization of the set of annihilators of a given function F . An alter-
native proof has been given in [4]:

Theorem 2.6 Let F ∈ Fn,m and q := |F|. A function G ∈ Fn,m is an annihilator of F if
and only if it is a multiple of 1− F q−1 where F q−1 := (fq−1

1 , . . . , fq−1
m ). In particular,

the set of annihilators of F is a principal ideal in Fn,m with 1−F q−1 being its generator.

PROOF. W.l.o.g., we can restrict our analysis to the case of m = 1. Obviously, g is an
annihilator of f if and only if supp(f) ⊆ ker(g), or, equivalently, supp(g) ⊆ ker(f).
This shows together with lemma 2.2 that any annihilator is a multiple of δker(f). Now,
consider the function 1− f q−1. Since xq−1 = 1 for all x ∈ F \ {0}, we obtain

x ∈ ker(f) ⇒ (1− f q−1)(x) = 1− f(x)q−1 = 1− 0 = 1 and

x ∈ ker(f) ⇒ (1− f q−1)(x) = 1− f(x)q−1 = 1− 1 = 0.

Thus, 1− f q−1 = δker(f) which shows the fi rst claim. The second claim is trivial.

3 Simple combiner

Let F be a fi nite fi eld of size q. We defi ne a simple combiner to be a keystream generator
which consists of the following components:

• An internal state S ∈ Fn

• A regular matrix L over F of size n× n

• A (projection) matrix P over F of size k × n

• An output function f ∈ Fk

Let the initial state S0 be the secret key K. Then for each clock t, the keystream bit zt is
computed by f(P · St) = zt and the internal state St is updated to St+1 := L · St which
is equal to Lt+1 ·K.
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The fi rst step in an algebraic attack is to describe the secret key K by a system of equations
in dependence of the observed keystream. This requires the knowledge of q functions gz ,
z ∈ F, such that for each clock t ≥ 0 it holds that

zt = z ⇒ gz(P · Lt ·K) = 0 (1)

Actually, it suffi ces if at least one of these functions is ≡ 0. If F = GF (2), then one could
possibly choose g0 = f and g1 = f ⊕ 1. Using the values of the observed keystream
z0, z1, . . ., an attacker can now set up the system of equations:

gz0(P ·K) = 0
gz1(P · L ·K) = 0
gz2(P · L2 ·K) = 0

...

(2)

Of course, if for z ∈ F multiple functions gz, gz, . . . are known fulfi lling condition (1),
then all of them can be included into the system of equations. If an attacker has enough
equations at his disposal, he can recover the secret key K by solving the system of equa-
tions. This is the idea of algebraic attacks. To fi nd the solution, several algorithms were
discussed (e.g., Linearization [6], XL, XSL [7], Gröbner bases [8]). All have in common
that they benefi t from a low degree of (2). Observe that the linearity of P · Lt implies
that the degree of (2) is bounded by maxz{deg(gz)}.2 I.e., the lower the degrees of gz ,
the faster the algebraic attack. Therefore, it is important for algebraic attacks to be able to
decide whether functions gz of low degree exist or not.

Algebraic attacks on simple combiners over F = GF (2) have been introduced in [6]. The
authors proposed three different scenarios (S3a, S3b, S3c) under which functions g0 or g1

of low degree exist. In [9], it was shown that these scenarios can be reduced the following
general criterion: Low-degree functions g0 or g1 do exist if and only f or f ⊕ 1 have
annihilators of low-degree.

Now we will embed this setting into a new description which implies immediately the
criterion of [9]. This description has the advantage that it is extendable to other situations
(e.g., combiners with memory and S-boxes) and to other fi elds as well. To motivate our
approach, we rewrite (1) to

f(X) = z ⇒ gz(X) = 0 (3)

The expression on the left side characterizes a set of inputs for which the functions on
the right side must be equal to zero.3 We abbreviate this set by Xz := f−1(z). At the
moment, the notion of Xz might seem to be superfluous. Actually, it is only introduced to
emphasize the similarity to the situations described in the next sections.

EXAMPLE 3.1 In the case of simple combiners over F = GF (2), it is δX0 = f ⊕ 1 and
δX1 = f .

We are now ready to proof the main lemma of this section:

2If the degrees are different, an attacker may use only those functions in (2) with the lowest degree.
3Otherwise, (1) would not be true in general.
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Lemma 3.2 For a simple combiner as defined at the beginning of section 3 with keystream
z1, z2, . . ., (1) is true for a function gz ∈ Fk if and only if gz is an annihilator of the set
Xz or, equivalently, of the function δXz

.

PROOF. Let z ∈ F be fi xed. We have already seen that (1) is equivalent to (3). By the
defi nition of Xz , (3) is equivalent to gz(X) = 0 for all x ∈ Xz . Hence, gz is an annihilator
of Xz or, by lemma 2.5, an annihilator of δXz

.

EXAMPLE 3.3 The lemma says that low-degree equations for an algebraic attack exist
if and only if at least one of the characteristic functions δXz

has non-trivial low-degree
annihilators. In this case of F = GF (2), it is δX0 = f ⊕ 1 and δX1 = f . Together with
theorem 2.6, this is equivalent to that δX0 ⊕ 1 = f or δX1 ⊕ 1 = f ⊕ 1 has low-degree
multiples. The same criterion was derived in [9], but in a different way.

4 Combiners with memory

In the previous section, we have seen that in the case of simple combiners, all equations
usable for an algebraic attack are in fact annihilators of appropriate characteristic functions
δXz

. In this section, we will see that the same is true for combiners with memory. A
combiner with memory consists of the following components:

• An internal state S̃ = (S,M) ∈ Fn × F

• A regular matrix L over F of size n× n

• A (projection) matrix P over F of size k × n

• A non-linear update function Ψ : Fk × F → F

• An output function f : Fk × F → F

A famous example for a combiner with memory is E0, used in the Bluetooth standard.

At each clock t, the keystream zt is computed by zt = f(P · St, Mt). The internal state
S̃t = (St,Mt) is updated to S̃t+1 := (L · St, Ψ(P · St, Mt)). We abbreviate P ·Lt ·K to
Kt ∈ Fk. It is easy to see that a sequence zt, . . . , zt+r of outputs depends only on Mt and
Kt, . . . , Kt+r. We express this fact by fΨ(Mt, Kt, . . . , Kt+r) = (zt, . . . , zt+r).

Again, an attackers goal is to recover K = S0. If an attacker uses the equations f(P ·
Lt · K, Mt) = zt for an algebraic attack, he faces two problems. Either he keeps the
expressions Mt in the equations or he expresses f(P ·Lt ·K, Mt) by f (P ·K, . . . , P ·Lt ·
K, M0). In the fi rst case, the number of unknowns increases with the number of equations
which makes the system of equations unsolvable. In the second case, the degree can go up
arbitrarily high. Hence, for an effi cient algebraic attacks, a different approach is necessary.

A solution was introduced in [1], based on the following theorem:
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Theorem 4.1 Consider an arbitrary combiner with memory as defined above. For Z ∈
Fr, we define the set

XZ := {(X1, . . . , Xr) ∈ Fk·r|∃M ∈ F : fΨ(M, X1, . . . , Xr) = Z}.

There exists at least one output Z ∈ F +1 such that |XZ | ≤ 1
q · qk·( +1) where q = |F|.

This means that this specific output cannot be generated by all possible inputs in Fk·( +1).

PROOF. Note that (X1, . . . , X +1,M) uniquely determines the output Z ∈ F +1 and

therefore F +k·( +1) =
.

Z f−1
δ (Z). Further, by defi nition it is |f−1

δ (Z)| ≥ |XZ |.
Assume that the proposition is not true, i.e., |XZ | > qk·( +1)−1 for each Z ∈ F +1. This
leads to the contradiction

q +k( +1) = |F +k( +1)| = |
.

Z∈F +1
f−1

δ (Z)| =
Z∈F +1

|f−1
δ (Z)|

≥
Z∈F +1

|XZ | >
Z∈F +1

qk( +1)−1 = q +1 · qk( +1)−1 = q +k( +1).

Hence, |XZ | ≤ 1
q · qk·( +1) for at least one Z ∈ F +1.

Contrary to the defi nition of Xz from the previous section, we cannot simply write XZ =
f−1
Ψ (Z). The reason is that we are only interested in the values of Kt but not in Mt. In

[1], it was shown that functions gZ with Z ∈ F +1 exist such that the following equation
is true

(zt, . . . , zt+ ) = Z ⇒ gZ(P · Lt ·K, . . . , P · Lt+ ·K) = 0 (4)

Again, the degree of equation (4) is bounded by deg(gZ). Therefore, it is possible to
pursuit the same strategy as described in section 3. First, an attacker sets up a system
of equations using (4). Then, he recovers the secret key K by computing the solution.
Therefore, he can apply the same methods as described in section 3. For several combiners
with memory (e.g., the Bluetooth keystream generator), the algebraic attack was faster than
all previously known attacks. The effi ciency of the attack depends again on the degrees
in (4). We will show now that the criterion for low-degree equations from section 3 can
be easily extended to this case. For this purpose, we adapt the defi nitions of characteristic
functions and z-functions to this situation:

The similarity between (1) and 4. Hence, it is not that surprising that a lemma similar to
lemma 3.2 exists:

Lemma 4.2 For an combiner with memory as described at the beginning of section 4 with
a keystream z1, z2, . . ., g ∈ Fk·r fulfills (4) if and only if g is an annihilator of the set XZ

or, equivalently, of the function δXZ
.

Remark. There is one important difference between the case of simple combiners and
combiners with memory. Consider the case of F = GF (2). For simple combiners, only
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two characteristic functions exist: δX0 = f ⊕ 1 and δX1 = f . If f has only annihilators
of high degree but some of low degree exist for f ⊕ 1, then the low-degree annihilators of
f ⊕ 1 can be used for an algebraic attack. The reason is that δX0 ⊕ 1 is equal to the other
characteristic function δX1 . In this context, the notion of algebraic immunity

AI(f) := min{deg(g)|g = 0 and g annihilator of f or f ⊕ 1}
as introduced in [9] makes sense.

In the case of a combiner with memory, if all characteristic functions δXZ
have only an-

nihilators of high degree, then this is likewise true for all equations of the form g(P · Lt ·
K, . . . , P · Lt+r−1 · K) = 0. Even if one of the functions δXZ

⊕ 1 has a low degree
annihilator, it is not usable for an attack.4

5 S-boxes

An S-box is a mapping S ∈ Fn,m. In [7], the authors proposed an algebraic attack on the
block cipher AES. The attack was based on the observation that the AES S-box S : F8 →
F8 where F = GF (2) can be expressed by a system of quadratic equations. I.e., multiple
functions g : GF (2)16 → GF (2) of degree 2 exist such that

S(X) = Y ⇒ g(X,Y ) = 0 (5)

They used this system of quadratic equations to derive an algebraic attack on the AES.
Although the attack in [7] is still discussed, the existence of low-degree equations for the
S-box is a potential threat which should not be ignored. We will see that the existence of
low-degree equations is again equivalent to the existence of low-degree annihilators of an
appropriate characteristic function.

We observe the similarities between (5) and (1) and (4). Hence, the lemma is obvious:

Lemma 5.1 Let S ∈ Fn,m. Then g : Fn+m is a function such that (5) holds if and only if
g is an annihilator of the graph gr(S) of S or, equivalently, of the characteristic function
δgr(S).

The observation made in [7] can be reformulated to: The graph of S of the AES S-box has
quadratic annihilators.

6 Conclusions

In the three previous sections we have seen that three presumably different situations can
be expressed by the same theory. This allows to set up the following general criterion for
the existence of low-degree equations:

4Unless, it is δXZ
= δX

Z
⊕ 1 for two different Z and Z .
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General criterion for low-degree equations
Let δ : Fn → F be a characteristic function as described in one of the sections
3, 4 and 5. Then, an equation of degree ≤ d for an algebraic attack exists if
and only if δ has an annihilator of degree ≤ d.

Hence, understanding the properties of annihilators more deeply would help to increase
the knowledge about algebraic attacks. In particular, it might help to answer the still open
question whether effi cient methods exist to fi nd or avoid low-degree equations.
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