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1 Introduction

Given increasingly tight rules of engagement for military operations, the demand for ad-
vanced surveillance systems rises accordingly. Moreover, there is a tendency to reduce the
number of personnel for maintenance and operation of support systems. Typical surveil-
lance tasks include support for securing compounds in hostile environments, protection
of provision routes, protection of forces in harbors, and monitoring activities of (enemy)
troops.

To support protection of military assets with electronic equipment, a variety of methods
exist. However, most existing military surveillance systems using sensors suffer from
similar shortcomings, as there are limited battery life time, single-point-of-failure, difficult
to install, demanding specific know-how of trained personnel and continuous personnel
attention.

In this paper, an alternative approach to surveillance system design is presented. Instead of
relying on bulky standalone sensors, many small and light intelligent devices (sensors or
actuators) in a cooperating network topology are proposed. Many traditional surveillance
tasks can be taken over by the automated surveillance systems than can be created with
this approach. Such systems are typically called unmanned surveillance systems. This
paper describes an experimental surveillance system for compound security using a sensor
network. Related to this kind of systems, security requirements are presented.

2 The TNOdes sensor network

The field of wireless sensor networks has gained much attention in recent years [Sri04].
This is because their usage has only recently come within reach of practical applications
due to new technological developments in the area of miniaturization and inter-device
communication. These developments have enabled the creation of small sensing devices
consisting of a micro-controller, a radio front-end, a power supply and one or more sensors.
A number of such devices can form a wireless sensor network. The research at TNO on this
topic has resulted in the creation of TNOdesTM (TNO Distributed Embedded Systems)
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[Vie05], see Figure 1. One TNOdes is a basic component containing data-processing
and radio-communication functionalities. In principal, these are the basic functions that
are always required in a multi-device network. On top of that, the application specific
layer is implemented. Hence, some TNOdes will be augmented with a sensor plus related
information processing, while others are enhanced with an actuator, plus processing.

Figure 1: A TNOdes as the base component for a multi-device system

3 Experimental Surveillance System

To evaluate the surveillance concept described in the previous sections, an experimen-
tal surveillance system was created. There are two device-agent groups proposed in our
system. In one group, there is a number of motion detectors. They report object mo-
tion information to the second group, i.e. the camera group. The cameras pan toward
the location(s) indicated by the motion detection group. The devices communicate di-
rectly with each other without using a central control system. The motion detection group
was composed of 72 sensor-nodes, i.e. TNOdes with passive infrared (PIR) sensors. The
camera-group contained one actuator /sensor-node (a pan/tilt/ zoom video camera). The
sensor-nodes were placed in two rings around the compound to be guarded (see fig 2). In
the middle of the circles, the camera was placed for automatic observation, tracking and
verification purposes. The camera was able to turn 360 degrees around, meaning that it
could observe each node in the network. For the human interfacing, a monitoring station
was added for displaying status messages, nodes information and camera images. The
detailed functionality of the system is described in [vDMM04]).

4 Security issues

The TNO compound security system is used to support the study of security aspects in
realistic environments. Using this experimental system, we are addressing a number of
security issues, including prevention of detection of the radio network, prevention of in-
terception of the messages, prevention of tampering with the intercepted signals, jamming
of the network, physical detection, inter-cooperability with other systems, robustness and
reliability, low occupancy of personnel, low false alarm rate and long (device) life-time.
Most if not all issues will need to be solved properly before a true operational system can
be created.
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Figure 2: Compound Security System setup.

5 Conclusion

The TNOdes technology is promising for the creation of applications for compound secu-
rity, or possibly other types of military systems in which monitoring and surveillance are
important. Besides military, other application areas can be found in agricultural research,
for example measuring temperature, humidity and ambient light in crop fields. Further-
more, public safety, dyke-monitoring or industrial premise monitoring are potential appli-
cation areas as well. Future research will be focused on extensions on most aspects related
to sensor networks. In particular the security aspects as these are crucial for the creation
of successful real-world applications.
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