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Abstract: Mechatronic units are characterized by a complex interaction of
functions from mechanics, electronics, communication and computer systems.
These different fields of technology as well as influences from the operating
environment must be reflected in the dependability consideration, for which so far
no comprehensive framework exists. In this contribution, a framework for
consideration of dependability of mechatronic units starting from a definition of
the term "dependability of mechatronic units" is proposed. Special attention is put
on to the influence factors including human-machine interfaces, and real-world
constraints, which thoroughly have to be identified and considered. Following
questions have to be regarded: What is understood by the term dependability of
mechatronic units? Which influencing factors have to be considered? How the
dependability is assessed? This contribution also wants to initiate a scientific
discussion outside the fault tolerance community.

1 Introduction

Asking experts from industry and universities, what they do understand by the term
“dependability of mechatronic units” different and not comprehensive answers are given.
This is not a surprise, since presently neither a uniform and consistent vocabulary nor
appropriate methods and procedures for the consideration of dependability of
mechatronic units exist. Responsible persons expressly stress the fact that a high
dependability both in the design and in the operating phase is essential. Serious accidents
in recent time underline the necessity for systematic and integrative considerations of
dependability of mechatronic units.

In the past, cooperating individual units of the respective fields of technology were
independently designed. Today, complex systems strongly integrate components of
different fields of technology such as mechanics, electronics, sensors, actuators,
embedded computer systems as well as distributed networking. In the opinion of the
authors, separately regarded technologically different subsystems, which are up till now
considered independently, must be analysed, designed, united, and optimised also at
system level. So far, no uniform, integrating, and suitable framework for an extensive
consideration of reliability and safety exists, which fairly meets real-world requirements.
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In Germany there are numbers of standards and regulations for the reliability and safety
of individual application domains, which reflect the domain specific state of the art.
Also extensive literature as well as numerous conferences are concerned with new
technological developments (see bibliography). These are usually concerned with special
reliability and safety aspects within the individual areas or parts of systems (e.g.
computer, software, hardware, communication networks), considered isolated within a
larger application.

The term dependability was established by the fault tolerance community for computer
systems with high reliability and safety requirements. Since this term describes
reliability and safety related questions more comprehensively than the single terms
reliability and safety do, the idea is to extend this term dependability to mechatronic
components and systems.

2 A Definition of Dependability of Mechatronic Units

Definitions of the term dependability for computer systems with high reliability and
safety requirements for example can be found in (Laprie 1991, Laprie 1995, Misra 1993,
Pradhan 1995, Avizienis 2001). Definitions for reliability are also contained in technical
rules and regulations (DIN 40041, DIN EN ISO 9000) and for safety in (DIN EN 292,
DIN EN 1050, DIN EN 61508, DIN IEC 65A, DIN VDE 31000, VDI/VDE 2180,
VDI/VDE 3542).

All these reliability and safety related definitions were usually introduced for individual
fields of technology, for example real time computer systems, train systems, airplanes,
power stations, crane systems, medicine-technical products, or machine tools. The
definitions often date back to the years 1980 to 1990, in which new areas like the
mechatronics and new technologies like the Internet and mobile telephones were still to
a large extent unknown. With regard to the design, the operation, and maintenance of
mechatronic units, the term dependability is defined as following based on and extending
the well-known definitions:

Definition of dependability of mechatronic units

Dependability of mechatronic units is defined as the qualitative and
quantitative assessment of degree of performance of reliability and safety
related predefinitions taking into consideration all relevant influencing
factors (attributes).

Through this definition, it will be expressed to what extent humans can rely on the
considered unit. This will state how far the unit will behave in a demanded way taking
into consideration all relevant influencing factors. Thus, all determining characteristics
of the different technological fields of mechatronic units and the environment have to be
considered and explicitly regarded.
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3 A Framework of Dependability Consideration of Mechatronic Units

Fig. 1 shows the suggested framework. Based on the intention of the above definition,
the activities (framed), their effect directions (arrows), and the results at the interfaces
(dashed lines) are represented.

The thinly dashed drawn frame contains all substantial steps necessary for the definition
of dependability. The result of dependability evaluation is given by the definition as "...
the qualitative and quantitative assessment of degree of performance of reliability and
safety related predefinitions taking into consideration all relevant influencing factors ...".
The result manifests itself in the interface (c) in fig. 1. In each case, the dependability
depends on the predefinitions' on the left side. The assessment'’ at the "output"
(interface (c) in the fig. 1) always refers to the predefinition at the "input".

In the following, the points and aspects of 1 - 11 (upper indices in fig. 1) are described.
Starting point for the consideration of dependability is a detailed technological and
functional analysis and specification (also called system analysis) for the unit to be
examined (interface (a)), which is the source and the initial point for the predefinitions
and the determination of the relevant influencing factors.

The dependability of a unit must be assessed with reference to the reliability and safety
related predefinitions'. These are described in the following points.

A consideration unit® should be understood as an abstraction unit with fixed boundaries
e.g. a concrete construction unit, a device, a component, a plant or some part of it. In the
unit, all influencing factors’ (and thereby fields of technology) must be considered. The
terms component and system are to be replaced by the general term unit. Depending
upon the dependability task, a component as well as a system can be regarded as a unit.

The dependability evaluation always refers to a fixed time period®. This can range from
some hours (transient dependability) up to the entire life time (stationary dependability).

The reliability and safety related requirements are specified from the task, the
problem to be solved, the analysis, and specification (interface (a)). They cover e.g. the
functions of normal operation, required behaviour in the event of a failure, fail-silent-,
fail-reliable-, or fail-safe-behaviour.

The qualitative and quantitative criteria® (for assessment of degree of performance of
reliability and safety related requirements*) contain the characteristics and description
forms, e.g. texts, visual representations, measurements, or metrics.

The (optional) acceptance® values contain e.g. to be kept limit values for dependability.

Also contractual definitions can have influence on the dependability e.g. guarantee,
liability requirements, and contractual penalties since they can affect the draft of fault
tolerance structures to a large extent.
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The predefinitions 2 to 6 are usually necessary for the analysis of the influencing
factors’. An analysis of these factors may result in a refinement of the predefinitions
(fig.1) and can cause an iterative or recursive analysis process. This is indicated by the
transition from 7 to 1 in fig. 1. The predefinitions are also necessary for modelling® (e.g.
for the design of reliability block diagrams or fault trees), calculation’, and assessment'.
For this reason, the arrows arising from the predefinitions cannot be assigned directly to
the inner blocks.

The influencing factors’ summarize all the values, which have influence on the
dependability of the unit. Reliability and safety related analysis of all relevant
influencing factors - including their identification - is the most difficult task of a
dependability evaluation.

The importance of the influencing factors is to be particularly referred in this
contribution, since they reflect the influences of the technologies and the "real-world
constraints" on the dependability, see section 4. The influencing factors can be evaluated
qualitatively e.g. by text description, and quantitative e.g. by quantities, measurements,
or metrics. The result of the analysis of the influencing factors is a reliability and safety
related specification (interface (b) in the fig. 1), which forms a basis of the evaluation.

An essential task in dependability evaluation is modelling®. Models can be e.g.
reliability block diagrams, fault trees, Markoff models, and Petri-Nets, or combination of
these. The consideration of the influencing factors in appropriate models is a very
difficult research task. Already modelling can reveal weak points (without calculation).

Several methods exist for calculation’ e.g. the Boolean procedure, the minimal cut
procedure, or the Markoff process. To what extent these methods are suitable for
complex mechatronic systems requires further research work, too.

The assessment'® has to rate the calculation results of the models according to the
definition of dependability (... degree of performance ...”). The results must be
documented properly.

During the steps modelling, calculation, and assessment, refinements of the steps prior
may be necessary.

The framework does not make any statement, which instance (outside of the interface
(c)) judges the decision (yes/no) of the fulfilment of the requirements.

The steps 8 - 10 document the "... the qualitative and quantitative assessment of degree
of performance of reliability and safety related predefinitions taking into consideration
all relevant influencing factors ..." according to the definitions.

Dependability-referred design'' is the removal of weak points e.g. by use of other
technologies, or the design of fault tolerance structures concerning reliability or safety.
The consideration of dependability can supply both identification of the weak points and
a statement about the dependability gain of the fault tolerance procedure.
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The framework does not describe a strong waterfall like concept, which will straightly
go "top down", but contains flexibility being necessary for an iterative or recursive
refinement process.

4 Influencing Factors (Attributes)

Because of the impact of the influencing factors on the dependability of mechatronic
units, some more details on these are given in this section. A unit is not dependable if at
least one important influencing factor is neglected (e.g. Kochs 2001). For mechatronic
units a sample of influencing factors is listed in the figs. 2 and 3. The detection of
important influencing factors is a difficult task that require a comprehensive knowledge
of the unit and its environment (real-world constraints). Depending upon application
domain and taking into account new technology developments, in particular the
influencing factors in the figs. 2 and 3 must be modifiable and extensible in the sense of
a construction Kkit.

For example, a high dependability of a X-by-wire-system can only be attained by
comprehensive dependability analyses which consider mechanics, hydraulics, sensors,
actuators, and information and communication technology in an integrative approach.

The dependability analyses should be reproducible and transparent at any time. This will
be especially important for the acceptance of such new systems. To what extent the
existing methods and procedures can be used, extended, and combined, or new ones
have to be developed, is regarded relevant for research.

Particularly, the internal and external influencing factors, e.g. dependencies in the fault
and failure chain or environmental influences, usually have crucial influence on the
reliability (including availability) and safety of a system. Humans in the operating chain
can prevent faults (e.g. by prudent and experience-based ways of acting) and
unintentionally produce faults. Human mistakes are in many cases jointly responsible for
failures, accidents, and disasters. For example, the airplane and train disasters in recent
years are always attributed to an "unfortunate chain of events" - according to the official
reports. This is - in plain text - a chain of dependent failures (possibly from different
fields of technology), including mistakes and actions produced by humans. These
influencing factors are often considered rudimentarily or are even neglected.

A comprehensive viewpoint of dependability includes the necessity that a system should
be submitted to a theoretical and practical dependability check in certain time intervals
(e.g. for airplanes like Concorde, cable cars, high-speed trains, nuclear power plants), in
order to detect safety risks.
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For all aspects of dependability, so far a high attention has been dedicated to the
development of mathematical procedures (calculation’, in fig. 1). There seems to be a
less lack of calculation procedures but a need for considering relevant influencing factors
in modelling®. More precise, the man-machine interaction, and the internal as well as the
external influencing factors considerably determine the dependability. Pure theoretically
determined results can lead to absurd results if e.g. common-mode failures (dependent
failures), mistakes by humans, or incorrect maintenance are ignored. Unfortunately, the
analysis of accidents and damages certifies this again and again. Therefore, a
substantially higher priority has to be dedicated to these aspects.

Because system sizes, complexities, and costs will increase, a trend can be observed to
increase dependability during practical operation and maintenance phases (this today is
usually the way regarding mass software). Examples for this trend in mechatronic units
are the accumulating recall actions of the automobile industry or the ICE3 (FAZ 2003,
a, b).

A future approach for complex mechatronic systems could therefore be to equip units
with a kind of basis dependability (fix part) and to extend dependability (variable part)
during operation or maintenance phases, assumed the system concept would permit this.
To this topic, no general applicable research work is known yet.

S Example

The proposed definition of dependability, which led to the development of the suggested
framework for dependability of mechatronic units, originate to a large extent from an
investigated example system (heavy load manipulator) of the DFG SFB 291 as well as
from the experience with the computation of the reliability of large control systems. The
dependability consideration of the heavy load manipulator is described in (Kochs 2002).

Under all aspects of the dependability of mechatronic units, high attention must be
dedicated to the cooperating different technologies. Usually, this results in complex
dependability networks, in which the (logical) states from units of different technological
fields (sub-units) are "meshed", thus, they cannot be considered separately according to
the fields of technology. An example of this is the dependability block diagram of the
investigated unit "arm segment system of a heavy load manipulator", a concept study of
a 5-link mechatronic subsystem represented in fig 4. Without going into detail, the block
diagram impressively shows the meshing of the three fields of technology (mechanics,
electronics and information and communication technology including computers).
Particularly this is outlined by the example of the minimal cut thickly framed (failure of
electronics E, and the mechanics Mj).

An advanced modelling and computation of all significant minimal cuts, including the

consideration of faulty operations by humans, the operational and special influencing
factors are described in (Kochs 2002).
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As state of the art, no methods are known admitting the dissolving of these meshed
networks in order to separately model and computate the individual technological areas.

6 Conclusion

The dependability of a mechatronic unit always is referred to the predefinitions taking
into consideration all relevant influencing factors (attributes). They have to be analysed
carefully and as completely as possible, since dependability mainly depends on these
attributes. The proposed definition of dependability of mechatronic units leads to
extensive consequences according to modelling, calculation, and assessment. The
different technological areas e.g. mechanics, hydraulics, electronics, sensors, actors,
information, communication, and computer technology, and last but not least the human-
machine interaction are “meshed” in a complex manner resulting from their functional
cooperation.

An integrated evaluation is proposed, whereby the decomposition of complexity will not
be performed on the technological level, but on the level of dependability methodology.
A decomposition of complexity at technological levels with separate dependability
analysis in principle is questionable.

The procedure of dependability evaluation should be systematic, transparent, reproduci-
ble, extensible, and computer-aided for the wide area of different fields of technology.
Extensive research and development activities are necessary with respect to different
kinds of application domains. The results should be incorporated into regulations, rules,
and guidelines. At the address of the industry, dependability assessments are not ’add-
ons®, and not free of charge!

As a consequence of shorter and shorter development time, decreasing technological
cycles, and always stronger competition, it should be thought about the possibility, to
provide complex products with a special kind of basis dependability (fix part of
dependability) and an extension of dependability during maintenance and operation
phases (variable part of dependability), for which the unit has to be designed and
prepared at early stages of the development process.
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Figure 1: Framework of dependability evaluation of mechatronic units.

103



mechanics (inclusive e.g. hydraulics, pneumatics) - human-machine-interaction (HMI)

- subsystem structure’2 - operability/serviceability '?

- time response and system behaviour - failure of handling, wrong decision, fast/poor reaction
- breaking strength, tightness (e.g. hydraulics) R

- kinematic redundancy (e.g. for manipulators, robots)

- safety/protection areas
- wearout, deterioration

- operational
- supervision and control
- failure management, e.g. failure detection, diagnoses,
and avoidance

- electronics - maintenance, e.g. inspection, repair, updates
- subsystem structure 2 - logistics, e.g. spare, and wear parts

- time response and system behaviour - documentation, education, training
- electromagnetic compatibility (EMC) -

- mechanical and climatic influence

- wearout, deterioration (e.g. of integrated circuits) - internal (intra-unit factors - inherent influencing factors)
R - failure (e.g. fault, outage, error) of parts of the unit
- dependent failure between parts inside the unit, e.g. com-

- infor / puter scil mon mode failure, consecutive failure
- software and hardware architecture’? - shut-down of parts of the unit (e.g. for protection areas)
- time response and system behaviour -
- performance
- data integrity - external (from outside the unit - real-world-influencing
T e factors)
- climatic influence, e.g. temperature, humidity, water
- communication - phys. influence, e.g. vibration, overload, contamination
- network architecture’? - chemical influence, e.g. corrosion
- time response and system behaviour - ,intelligent attacks", destruction

- data confidentiality, authenticity, security, commitment

- regulations by technical communities - technical rules
and regulations
- e.g.EN, I[EEE, ISO, DIN, VDI, VDE, see bibliography

Figure 2: Technological influencing factors (attri-

butes) of figure 1 - Part 1. - regulations by public ities
- which specific limiting risks do the community accept,
The structure/architecture of the specific technological e.g. accidents and failures of nuclear power, public traf-

areas, indicated by 12, may include local fault-tolerance fic, mobile telecommunication?
structures (e.g. fail-operational and fail-safe structures). S

Global fault-tolerance structures cover several technolo-
gical areas and are considered as structural features of regulations by insurances
the unit itself. - covered risk by insurance
- product liability

regulations by laws
- e.g.in public traffic, e.g. automatic controlled vehicles

Figure 3: Influencing factors (attributes) of figure 1 -
Part 2.

All these regulations may influence essentially the de-
pendability design of a unit, e.g. fault-tolerance structure "
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[ information and communication technology (I&C), inclusive computers

Figure 4: Dependability block diagram of the 5-link system and their subsystems as an ex-

ample of a mechatronic unit (Kochs, H.-D.

2002).
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