
Benchmarking of Face Recognition Systems
- Project BioFace

René Salamon1, Henning Daum2, Christoph Busch2, Andrew Pretzel3

Abstract: This article reports about the project BioFace, within the scope 
of which face recognition systems available to the market were tested. The 
main focus of the project was on the one hand side benchmarking of
biometric face recognition algorithms  operating on large scale datasets 
with approx. 50,000 test samples. On the other hand a system test was 
conducted to determine face recognition system capabilities in the
detection of seeked persons from the videostream of a monitoring camera. 
This article describes database used in the investigation as well as concept 
and realization of the algorithm and system tests. First results of the tests
are presented. The project is carried out in close collaboration between 
Federal Bureau of Criminal Investigation (Bundeskriminalamt, BKA), the 
Federal Office for Information Security (Bundesamt für Sicherheit in der 
Informationstechnik, BSI) and the Fraunhofer-IGD.

Since the terrorist attacks on the World Trade Center and Pentagon on September 11,
2001 biometrical identification systems have attracted stronger interest of the security 
agencies. The adopted german legislation package of anti-terror measures contains the
inclusion of further biometrical features in ID cards and passports, in order to verify the 
identity of an ID card holder. Next biometrical identification for the authentication of 
immigrants and visas applicants is discussed (immigration legislation, counter terrorism 
legislation) [BMI02]. The benefit is obvious: Biometrical system are expected to carry
out identity determinations resp. comparisons essentially quicker and more objectively
[BIOIS00].

Thus, for instance, with the EURODAC system a European, state-spanning biometrical 
identification system was introduced which is used for the storage of the fingerprints of 
asylum-seekers and illegal immigrants. All participating countries (all EU states except 
Denmark, as well as Norway and Iceland) acquire the fingerprints of the appropriate 
persons older than 14 years and import them into the system. If the EURODAC system 
finds out that the features are already registered, the asylum-seeker should be sent back 
in the land in which the original registration took place. 

1 Bundesamt für Sicherheit in der Informationstechnik, http://www.bsi..de/
2 Fraunhofer-Institute for Computer Graphics, http://www.igd.fraunhofer.de/igd-a8/
3 Bundeskriminalamt, http://www.bka.de/
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Among all available biometrical methods the face recognition takes a special role
[FRHP03]. First of all the “personal identification system” (visual system) of human
beings uses faces primarily for the recognition. This admits that one can put an objective 
technology to the side of the border control staff e.g. by the passport check, and thus can 
support the exhausting control procedures. Even though faces can be captured with
limited amount of cooperation over distances4, a destructive behavior like masking may
easy be detected. Last but not least the face is a biometric feature which is already 
widely present in all passports – if those images would proove to be sufficient in terms 
of resolution, contrast etc. no additional storage concept for biometric templates would 
be necessary.

Biometrics in General

The classical application field of the biometrics is access control. Here biometric
features i.e. significant body characteristics are used to authenticate a person. The term 
“authentication” is understood as the unambiguous link of a person with his identity. The 
proof of this link can be accomplished through distinguishing physiological or 
behavioral characteristics of the person - a biometrical feature. The way that was actually 
used to store the features is not important up to the point, whether resp.  which identity a 
person has. For verifying a person’s claimed identity solely the biometrical features of 
the person to be checked are needed – verification process. In the contrast to that for the 
identity determination – identification process – the records of all known identitiesmay
be considered. Thus it is mandatory for identification system to implement a centralized 
storage, while for verification applications a decentralized storage of the templates e.g.
on Smartcards is sufficient.

Privacy issues are also an important criterion: when the user discloses his Smartcard he 
is aware that he also reveals in this case the data linked with it. Consequently a certain 
data security is guaranteed implicitly, while with a central storage other requirements 
concerning privacy and data safety should be taken into account [KDBL02].

Evaluation of biometrical systems

In the evaluation of biometrical systems [FERET01],[FRVT00],[FRVT02], there are 
three different orientations with regard to the later application: 

4 While a minimized amount of cooperation is desired for the system administrator, data privacy association 
are requesting a high degree of cooperation of scanned persons with the biometric system [KDBL02]
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Technical evaluation: Technical evaluation can be understood as a feasibility study. The 
purpose is to prove that the biometrical system (the algorithm) is capable to identify
persons in a large scale data set. This kind of evaluation takes place mostly under 
reproduceable lab conditions (constant lighting, temperature etc).

Scenario evaluation: Here the main focus lies on an application purpose, e.g., the access 
control to a building, whereby a special attention is laid to the related requirements and 
conditions.

On-site pilot installation: This approach for evaluations is evidently application-related.
While by scenario evaluation the on-site conditions are just exemplary emulated, the on-
site pilot installation encloses all factors of the later application in its actual manner. The 
degree of abstraction of the application rises from the on-site pilot installation through 
the scenario evaluation to the technical evaluation. A higher degree has the advantage
that attained results are useful for a wider group of applications. The price to pay is a 
generalisation and modelling of the related application conditions which relativise the 
statement of the results.

Motivation

Products that are available from face recognition vendors at present areannounced with
very positive biometric preformance reports. Thus, for instance, the face recognition are
claimed to cope with several hundred thousand enrolled users (in identification mode) 
even though no independent field test has confirmed this. 

In order to clarify this contradiction in a manufacturer-independent investigation and 
benchmarking of face recognition algorithms  on an extensive dataset is carried out 
within the project BioFace [BIOFAC03]. It is important, that within this investigation no 
artificially generated data samples are used for filling the database, which could have a 
direct – possibly euphemistic – influence on the recognition installment. That's why 
natural mass data (picture database) is used for this study.

The purpose of the research project BioFace is to find out, whether it is technically 
possible and practicably realizable to use biometrical facial recognition systems for 
identification in computer-aided methods. This study  is carried out in close
collaboration between the BKA, the BSI and the Fraunhofer-IGD.
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Investigations within the project BioFace 

Preparations and set up of the database

It was planned to perform the investigations of the project BioFace on a dataset of 
approx. 50,000 test persons. Besides that an important restriction was the independence 
of picture data, so that these data were not used during the development or optimization
of the tested systems. During the preparation phase of the project BioFace almost 
200.000 images were collected from different sources and stored in a database. For the 
majority of the portrayed persons only one image exists in the database. For a small part 
of persons there are several images existent. The images were examined and afterwards a 
classification scheme was developed in close collaboration with the experts of the person 
identification headquarters of the BKA. 

Technical factors for the classification of the images in the database like correctness of 
the image format, image size, head resp. face size, the portrayed faces were examined 
concerning available interferences. With a special software (see figure 1) disruptive 
factors were determined for every image and then the images were classified according 
to the scheme. 

Thus it was recorded for instance whether a face or head is present on the image at all, 
whether it concerns a head-on admission or profile admission, as well as head
declination and rotation, the view direction etc. are correct. Afterwards this information 
was recorded in the database. In this way it is possible to extract images with specific 
characteristics – primarily concerning disturbances – from the whole dataset. 
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Figure 1: The BIOFACE Viewer – A tool for classification of face images

Algorithm test

The actual performance analysis in the project BioFace consists of two phases: at first 
the efficiency of the face recognition algorithms was determined in the lab by means of 
different tests. For this purpose two computers were prepared: a database sever, which
provided the information about the test procedure and recorded the results, and a testing 
computer on which the facial recognition algorithms were run. 

The database computer is a FreeBSD machine, on which a SQL database is resident. 
This database is hosting all image related information as well as all the test schemes.
Likewise the evaluation of the log files will be inserted into this database.

The benchmarking computer is equipped with 2.2-GHz Intel® Pentium® IV processor 
and 1 GB RAM according to the technical requirements of the participating vendors.

As operating system Microsoft® Windows® 2000 Professional was used. Firstly the 
operating system with the required drivers and the software interface required for the test 
were installed. A backup image was generated from this base installation that served 
then as a framework for the installation of all algorithms.

17



After the installation of an algorithm another backup image was generated from this 
installation, which was restored after every test run in order to reset the test 
configuration to its initial state. This excludes side effects by changes in the operating 
system configuration or operating system stability.

For every test procedure a batch file was created with the help of the test definitions 
from the database. This batch-file automatically enrolled the images into the biometrical 
system and afterwards performed according to the certain test definition either an 
identification or specific verifications. 

The provided log files were than transferred to the database computer and the algorithm 
image was installed anew. The possible effects of the large test group took centre stage 
in the study. Thus among other things it is examined whether quality of the comparisons 
of already enrolled persons changes if the enrolled test person group grows. This could 
be possible, for instance if the search set contains "biometrical twins": two persons who 
lead to identical or very similar feature vectors in the related algorithm. This can happen 
e.g. if not enough facial characteristics are involved in the comparison. 

Because of the large amount of images resp. persons there are necessarily also persons 
who look similar for the human eye. In smaller image sets this happens comparably 
rarely. This has a direct impact on the identification. 

The long term stability of face as biometrical characteristics is an object of another 
study. Within this investigation for many persons several images, which were taken up 
through a longer period of time (approx. 10 years), are inserted in the reference set. The 
results can give a clue on a usability of old images, like it would be necessary e.g. based 
on the lifespan of identity documents.

On the following figures the influence of the database size can be observed. In the tests 
an identification was performed, by which 10 best hits with the respective quality values 
(matching scores) were returned as a result. These were used 213 images of different 
persons as well as a staged number of further images as data material. In order not to 
influence the identification result by disturbed images, only images which were 
classified as undisturbed were used. With 116 other photographs of the persons 
contained in 213 images the above-mentioned identification was carried out.

Because prior to the tests it is known, whether certain images are of the same or different 
persons, an exact evaluation is possible. A green star represents in the diagrams the
comparison value of two images of the same person, while a red cross displays the 
matching score of two images of different persons. 

It can be observed that the comparison values of the images of the one and same person
nearly do not change, because with the different tests no other images of these persons 
were enrolled. The values of the comparisons of images of different persons rise because 
more and more filling images are enroled, which are possibly look similar to the persons 
on the search images.
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Figure 2: An identification test without filling images

Figure 3: An identification test with 1000 filling images
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Figure 4: An identification test with 5.000 filling images

Figure 5: An identification test with 50.000 filling images
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System test

In the second part of the project – independently from the algorithm test – four
biometrical systems were installed at an admission gate in order to determince face 
recognition system capabilities in the detection of seeked persons from the videostream 
of a monitoring camera. The systems generated an autonomous logging of the admission 
of a group of test persons. 

The admission gate is passed daily in the time from 6:00 o'clock to 9:00 o'clock AM by 
several hundred persons. From these persons twenty test persons had agreed to take part 
in the test. Before the test was launched they were enroled in each of the systems.

If a test person is detected in the investigated videostream, a corresponding log entry is 
generated. By means of comparing with an independent, reliable logging it can be 
determined for all systems, whether a person by the admission was recognized correctly. 
Also wrong recognitions can be identified in this way easily. 

In order to investigate the impact of the enrolments on the recognition rate
(performance), the system test is carried out twice. In the first phase the reference images 
for the enrolment were taken under ideal conditions by means of the controlling camera 
with assistance of the test persons (live enrolment), while in the second realization of 
enrolment photos from each test person made by a standard digital camera were used. To 
simulate the performance with a large amount of enroled users, further photos of 500 
imaginary users apart from 20 actual test participants were recorded in the user's 
database of the facial recognition systems in both phases, which were randomly selected 
from the test images being at disposal (see section algorithm test).

Each of the phases of the system test ran for a period of 6 weeks. To reduce the impact
of different lighting conditions because of different seasons on the test results, the 
admission control area was constantly illuminated by artificial light.

Evaluation of the results 

The results of the algorithm test as well as the results of the system test are recorded in a 
database and thus permit evaluations from different points of view. Besides acquiring of 
such characteristic values like False Rejection Rate (FRR) and False Acceptance Rate 
(FAR) it is also possible, to identify persons, which e.g. show exceptionally good or bad 
values opposite all or certain other persons. 
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Summary

This paper reports about the project BioFace and introduces the algorithm and system 
test carried out within the scope of this project. In this test an extensive database of facial 
images was built up and was classified according to the existence of disturbing factors. 
Influence of the size of the database on the recognition efficiency of the facial 
recognition systems is addressed by the algorithm test. 

Beyond this investigations regarding the long term stability were done. In the system test 
the identification of test persons in a videostream was evaluated, which was taken in a 
reality scenario.

References:

[BIOIS00] Studie BIOIS – Vergleichende Untersuchung biometrischer Identifikationssysteme, 
offener Abschlussbericht, H. Daum, M. Finke, W. Funk, Mai 2000

[BIOFAC03] Studie BioFace – Identifizierung von Personen mittels biometrischer 
Gesichtserkennungssysteme,
http://www.igd.fhg.de/igd-a8/projects/bioface

[BMI02] Gesetz zur Bekämpfung des internationalen Terrorismus
(Terrorismusbekämpfungsgesetz), 09.01.2002

[FERET01] The FERET Database, National Institute of Standards and Technology (NIST), 
http://www.itl.nist.gov/iad/humanid/feret, März 2001

[FRVT 00] Facial Recognition Vendor Test 2000 Evaluation Report, D.M. Blackburn,
J.M. Bone, P.J. Phillips, Februar 2001

[FRVT 02] Facial Recognition Vendor Test 2002, National Institute of Standards and
Technology (NIST), http://www.frvt.org/FRVT2002/Default.html, Feb. 2003

[FRHP03] The Face Recognition Home Page, P. Kruizinga,
http://www.cs.rug.nl/~peterkr/FACE/face.html, Februar 2003

[KDBL02] Entschließung der 63. Konferenz der Datenschutzbeauftragten des Bundes und der 
Länder (vom 07. 03.2002)

22


