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Abstract: The Transplantation Unit of the Technical University of Munich has 
developed a mobile, handheld based application for preoperative transplantation 
patient management. It provides information on potential organ receivers and thus 
assists the surgeons in considering the prospects of a forthcoming organ 
transplantation. Any decision is documented and authenticated. The system  
employs sophisticated security mechanisms for both the front-ends and the 
synchronization conduit. 

1. Introduction 

It turned out for the Transplantation surgery unit of the Technical University of Munich, 
that valuable time could be saved in the transplantation preoperative management, being 
able to retrieve data of organ receivers ubiquitously. It is important to progress to the 
operation as fast as possible because of the fact, that prolonged cold ischemic time of the 
organ negatively impacts the graft survival and causes delayed graft function [PH98, 
TC98]. 
As soon as a donor organ is available, the transplantation center gets a call from 
Eurotransplant, the administration center of transplantable organs in Europe, which 
signals that a special organ is available for a locally listed patient. The surgeon on call 
retrieves the data of the listed organ receiver as quickly as possible. Before the mobile 
solution was realized, he used to get the information out of a medical record stored in 
archives, which was communicated via telephone. According to the house-internal 
criteria and experiences, the responsible surgeon then decided if the organ could be 
transplanted or not.  
Inspired by this clinical scenario, the Transplantation Unit of the Klinikum Rechts der 
Isar at the Technical University of Munich developed a special application, which is 
currently under usage in clinical routine, and which is described in the following: 
The system allows the surgeon to access data of the possible organ receiver on his 
handheld, anywhere, much faster and more reliably than having to look up patient data 
on stationary desktop machines or even from paper records. The patient can be informed 
very quickly in case of an operation. Essential parameters of the primary patient profile 
can be retrieved on few screens, accessible by simple button presses. Since any medical 
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decision must be documented, the system not only supports the decision making but also 
allows to document and authenticate the decision. 
 

2. Materials and methods 

Four distinct components were designed: a database, governed by a database server 
application, a stationary front-end for data entry and database administration, a mobile 
front-end for data distribution and a synchronization mechanism. All components 
guarantee high security standard, high stability and efficient usability. A platform which 
proved to be successful due to its ease of use, the Palm Computing platform, was chosen. 
[AB02, LW01]. Each of the front-ends was optimized for taps and key-presses, to allow 
access to all functions in a minimum time. The stationary front-end employs tools for 
data entry which facilitate consistent data accumulation, such as rule-based criticism and 
verification algorithms. For the stationary platform, the Windows 2000 operating system 
was chosen. The stationary front-end accesses the database via a standard ODBC 
interface. A typical scenario utilizes one to three stationary desktop computers running 
the front-end, another machine running a dedicated database server and about six to ten 
mobile handhelds. Data volume is less than five kilobytes per record for less than 1000 
records in total, which current handhelds can handle efficiently. 
 

3. Result 

Before the transplantation surgeon goes on call, he synchronizes his handheld with the 
database of potential donor organ receivers. As an organ becomes available, 
Eurotransplant headquarter calls and supplies the identification number (ID) of a 
potential organ receiver. The surgeon, who could be outside the hospital at this time, is 
contacted to decide whether the transplantation can be done or not. This decision is 
based on the information distributed onto the handhelds. When he receives the 
identification ID of the patient candidate, he switches on the handheld, enters the 
application, passes the security lock by a few more keystrokes, enters the ID code and 
identifies the patients name and birth date as additional lookup consolidation. By further 
key-presses he browses through a catalogue of fields which aids him in his decision 
making process.   
These fields contain information such as possible contraindications, such as the 
percentage of  cytotoxic antibodies - an important predictor for the graft survival -  and 
the state of priority which takes values from “Not Urgent” (NU), “Urgent” (U) to “High 
Urgency” (HU). The feasibility of a forthcoming transplantation, “transplantable” (T) or 
“not transplantable at this moment ” (NT) is displayed also, as the supervising physician 
could have reported the patient as NT to Eurotransplant.  By means of these parameters 
the surgeon can rule out an obvious contraindication for a transplantation in a few 
seconds. On a second screen other important parameters like former infections (CMV, 
Hepatitis, HIV, blood group (ABO-system rhesus-system), HLA-genotypes, waiting 
time in days, and telephone number of the patient and his dialysis center are presented.  
Most important information, such as the patient’s telephone number as well as the blood 
group, are displayed in a bold font due to their importance for a possible transplantation. 
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If the surgeon decides to accept the organ, he can immediately request the patient via 
phone to get prepared within the next three hours. On a third screen, a short medical 
history of the potential organ receiver can be retrieved. This medical history record 
contains cardiovascular, pulmonary and renal diseases, diabetes mellitus, malignancy, 
infections or peptic ulcer disease. In addition, factors which reduce the graft survival, 
like a positive cross match, morbid obesity, non-compliance and suspicion of drug abuse 
are presented. The surgeons decision is communicated to the hospital, which will prepare 
the surgery room and call the patient in the case of an operation. The surgeon now 
documents and signs his decision, which is stored on the handheld for later upload to the 
documentation database.  
The synchronization mechanism is implemented as a conduit for the Palm Computing 
platform “HotSync” manager. The synchronization is responsible for two one-way data 
exchanges (Figure 1): on the one hand, new and updated records from the stationary 
database are distributed to the handhelds, and old records are removed. On the other 
hand, documented decisions are uploaded to an archived database. Additionally, patient 
based notes, recorded by the user of the mobile front-end, are transferred to the 
stationary database and stored in a separate table. On a regular basis, these notes are 
validated by supportive personnel and transferred to the main patient database if 
necessary. This prevents synchronization conflicts - which could be hazardous in any 
medical application - and still allows for moderated bi-directional information transfer. 
The stationary front-end allows to access and administer the database governed by the 
database server. It consists of data querying and entry forms, which allow efficient and 
consistent data entry. Access to the stationary front-end is controlled by user dependent 
password queries; these passwords generate keys to decrypt records which are being 
displayed. A sophisticated user administration is used to allow the deployment of the 
database to a restricted number of mobile devices. In the case of two-way 
synchronization, it is always possible to determine the user who authorized any data-
change. 
 
 

 
 
 
 

 
 
 

Figure 4: Data transfer and security concept 
 

4. Security aspects 

As pointed out above, both data security and application stability are crucial to the 
success of medical field applications. Regarding access security, several decisions must 
be made. Access to the front-ends must be possible only for authorized users, but these 
should be able to access important data very quickly. Distribution of the data to the 
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mobile devices must be handled in a secure way. Data should be stored in an encrypted 
format, but handheld devices have limited processing power. Because of the 
confidentiality of the data the system distributes, a blowfish block cipher was 
implemented as a fast but moderate encryption mechanism. The data is stored in an 
encrypted format on the mobile handhelds and decrypted on the handheld. When 
invoking the front-end, the user is asked for a password, which is thereafter stored as a 
key. When the user queries for and opens a record, only this record is decrypted by using 
this key. This allows for quicker search and maintains full security as it allows the entire 
patient data to be stored in an encrypted way. Password entry is realized by providing 
large touch sensitive input buttons which can be operated quickly, even with the use of 
only one hand.  
 
The data is stored in an unencrypted format on the stationary database server, as the 
server machine is located inaccessibly in the hospital. During the synchronization 
process, the person uploading data from the server is asked for a password, which is 
authenticated against a list of encrypted keys stored on the desktop machine. The data is 
then encrypted using the user’s authorized key and uploaded onto the handheld. This 
way, only authorized users can download data to their handhelds. The users key is also 
used to authenticate any data entry on the mobile devices, i.e. the decision 
documentation and patient notes. Figure 1 illustrates the implemented data-exchange and 
security measures. 
 

5. Discussion 

Comparing the chosen platform with other deployment hardware, two other approaches 
can be considered: laptops have the advantage of the larger screen, which can be used to 
present the patient data more clearly. Disadvantages are the increased weight, size and 
cost. Another alternative would be the use of web pads or tablet size personal computers, 
which are intermediate in size and weight compared to handhelds and laptops. These 
devices however are typically quite expensive, still less mobile than handhelds and there 
are also no standardized multi-user synchronization mechanisms available. It has been 
shown that handhelds have the advantage of being easy to use even in critical fields such 
as intensive care. In addition, handhelds have been evaluated as reference guides and 
personal information management tools in clinical scenarios [LW01]. 
 
To ensure data consistency, it is currently not possible to change important data on 
mobile handhelds such as the state of priority, transplantability or other essential 
parameters of the patient profile. However, the additional notepad, which contains 
personal patient annotations, is run bi-directionally. Wrong or misunderstood notes can 
lead to serious consequences; therefore these are stored separately after synchronization. 
The responsible surgeon has to approve all ingoing information and check-mark all 
gathered notes. Accepted and consistent notes are then transferred into the main database 
to be released and distributed to the handhelds. This supervised bi-directional system 
leads to secure, consistent data transfer.  
The aspects making the system an innovation are the deployment in a critical field, the 
security mechanism and the provided documentation and communication means. There 
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are some aspects still to be pursued: it could be promising to implement wireless data 
access to improve inter-user-communication and eventually pager functionality. 
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