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Abstract—By the middle of the twenty-first century around one third of the European

population will be aged 65 or over. This poses two main challenges to biometrics.

First, the quality of an image capturable from an older person is likely to be inferior to

that of a younger person, leading to increased failure to capture or failure to enroll

rates. Second, since biometric features alter over time, ‘within-person variation’ and

‘template ageing’ lead to significant system performance degradation. As society ages

the need for solutions becomes increasingly urgent. This paper addresses a major

societal and ethical issue this need provokes.
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1 Ageing and Biometrics

We live in a rapidly ageing society. By the middle of the twenty-first century around one

third of the European population will be aged 65 or over [EC06], an increase of 77

percent [GC06]. Two years ago, it was predicted that one third of American workers will

be aged over 50 by 2012 [E10]. In China, the ‘dependency ratio’ (number of people aged

65 or over to the number of people of working age) will increase by a factor of 4 by

2050 [E12a].

Prior to the late nineteenth century, old age was seen as an indicator of positive

attributes; it spoke of survival of the fittest and so, in a sense, of health and robustness

[Ht76]. Now medicalized [Zk91], ageing is seen as something to be ‘managed’ or

‘treated’, and which can be done more or less well [CH02][RK98]. Successful ageing

requires adapting appropriately to one’s changing status. Yet the burden should fall both

on individuals to reconcile themselves to their situation, and on society to acknowledge

the needs and potential of individuals of all ages, and to generate appropriate

opportunities for flourishing [Wr88].

Europe has a stated commitment to ‘the rights of the elderly to lead a life of dignity and
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independence and to participate in social and cultural life’ [n.a.00]. This implies efforts

to ensure inclusion of older people in social and cultural life, to prevent age-based

discrimination, and to ensure inter-generational justice. As biometric identification

systems become more widely spread throughout society, and as the range of activities,

goods, benefits, and opportunities that are accessible only or mainly through biometric

identification increases, it becomes essential to ensure that biometrics are a reliable and

convenient means of identification for older people.

However it is well-known that the ageing process poses a problem for biometrics.

Biometrics has traditionally sought modalities that are: universal (everybody has them);

collectible (easily measured in everyone); and permanent (they don’t change and nobody

loses them). However no bodily feature satisfies all three features perfectly. In particular

no feature is entirely permanent: all deteriorate (or at least change) as we age, and those

that are most permanent (e.g. DNA) tend to be difficult to collect. The main problems

are thus two. First, since biometric features tend to deteriorate over time, the quality of

an image capturable from an older person is likely to be inferior to that of a younger

person, leading to increased failure to capture or failure to enroll rates. Second, since

biometric features change over time, ‘within-person variation’ and ‘template ageing’ can

cause significant system performance degradation.

When developing or assessing a biometric system, it is imperative to consider its

potential use-contexts. Key contextual factors will influence which modalities are most

convenient, which are culturally (un)acceptable, what anti-spoofing measures are

needed, questions of proportionality (e.g. of data gathered to benefits to users), and so

on. A critical question is, ‘who will use this system?’ Those people who, for whatever

reason (perhaps they have weak fingerprints), are unable to use the system are a

problematic minority (using ‘problematic’ non-pejoratively)—or at least if the system is

well-designed they should be a minority. The major problem posed by ageing to

biometrics then, is that its problematic minority is made up largely of older people; but if

older people are the fastest-growing demographic, then the problematic minority is, very

rapidly, getting bigger. If biometrics cannot efficiently identify older people, it will fail

as a tool of mass-identification.

2 Technical Difficulties, Ethical Issues

The use of biometrics raises several ethical and societal difficulties. These include issues

of privacy, data protection, and proportionality. Though of course important, these issues

are not our concern here (but cf. [MM08]Me09]); rather we consider an ethical and

societal issue arising specifically from ageing’s challenge to biometrics. We suggest that

biometrics implicitly labels older people as ‘problematic’, ‘difficult’, and ‘unusual’.

Biometrics ‘problematizes’ ageing, and in so doing tends to exacerbate existing issues of

social, economic, political, technological (etc.) exclusion which older people face. In

Section III we will propose a practical solution to this problem.
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The problem of exclusion may be illustrated with reference to the Unique ID programme

in India. In an effort to streamline and guarantee benefits, as well as to curb expenditure

wastage and corruption, India’s Unique Identification Authority (UIDAI) is tasked with

providing a national biometric system capable of identifying each of its 1.1 billion

inhabitants. The ‘Aadhaar’ programme is the most ambitious of its kind. In a single year

India went from having virtually no registrations to an estimated 200 million [E12b].

Unique ID employs a multimodal approach, combining fingerprint, iris, and face. Upon

enrolment individuals are issued a 12 digit number with which they may assert their

rights as citizens (e.g. by accessing welfare entitlements, official documents, etc.).

The Unique ID programme illustrates the potential of biometrics to ensure reliable,

secure, official identification (on the rollout of other schemes see [MR12][GD12]). Yet

it also indicates some of the dangers. To begin with, it is known that the most commonly

used modalities—and all three of the Unique ID modalities—deteriorate with age.

• Fingerprint. Quality reduction is due to ridge structures and minutiae losing

definition. Lower collagen levels, loosening of the skin, and loss of elasticity

reduce quality of the feature and of the contact with the sensor. Contact with

sensor may also be sub-optimal due to conditions commonly associated with

ageing (e.g. arthritis). (Cf. [La10][ME06][Ms07].)

• Iris. Until relatively recently it was claimed that iris was an extremely

permanent feature (‘as an internal [...] organ of the eye, the iris is well protected

and stable over time’ [Dj04]). This is no longer universally accepted

[BBF09][FB11]. Conditions such as glaucoma or cataracts are thought to affect

iris appearance [La10]; and treatment for cataracts may alter appearance

further.

• Face. Faces clearly change over time. Sagging, wrinkling, changes in skull

dimensions, movement of teeth and jaws, muscle atrophy, fat accumulation,

and reduced skin elasticity, all alter the appearance of the face over time

[ASR11][La10].

No biometric feature is fully permanent over time (for discussion of other modalities

including hand, voice, and behavior, see [La10]). As a consequence of quality

deterioration over time, older people are more likely to suffer from failure to enroll

biases. In India, for example, the fingerprint scanners used in the Unique ID program

had difficulty in enrolling those above the age of 65. While nobody expects a 100%

enrollment rate, it is troubling that some of those who could not be enrolled were turned

away and informed that they did not meet the criteria [Pn11] (particularly considering

that, in February 2012, it was announced that Unique ID would be linked to pension

payments [H12].

If older people cannot be enrolled on an identification system, and if that system is

linked to provision of important societal goods (e.g. pensions, access to education or

banking, etc.), there is clearly a problem of exclusion: older people are excluded from

access to those societal goods. However, even when older people are successfully

enrolled on a system, the problem of exclusion may still emerge.

During enrolment, a biometric template is created from the individual’s feature. When
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the individual is to be re-identified by the system, an additional template is created from

their feature, and then matched against the original enrolment template. The match is

awarded a score for accuracy and, if the score meets a given threshold, the individual is

successfully re-identified. When there has been a significant lapse of time between the

generation of two templates (what constitutes a ‘significant’ lapse will vary), it may well

happen that because the individual’s biometric feature has changed over time, the

matching score fails to meet the system’s threshold (since the templates differ too

markedly), and they cannot be re-identified. This is the problem of ‘template ageing’.

Template ageing is not a problem concerning older people in isolation. It affects anyone

for whom there has been a significant period since their enrolment in a system.

Nonetheless, in an ageing society, template ageing is likely to affect a larger proportion

of people since some significant alterations in features occur later in life (e.g. due to

medical conditions commonly found among older people).

Solutions to template ageing come (roughly speaking) in two forms:

• Template updates. Updating templates by re-enrolling individuals is likely to be

inconvenient and possibly expensive. It also invites the failure to enroll

difficulties mentioned above, which stem from the lower quality of older

people’s biometric features. A more advanced solution is to update templates in

the absence of the individual, by exploiting ‘age-progression methodologies’

[La09][La08] to simulate the effects of ageing. This is a promising approach,

although technical difficulties remain.

• Exploiting age-invariant features. All features are mutable, though some less

than others. It may be possible to either exploit age-invariant features within

those modalities currently widely used (e.g. some parts of the face may change

less over time than other parts). It may also be possible to develop new and

more age-invariant modalities (e.g. vein pattern) [La10]. Alternatively multi-

modality may be employed in order to mitigate the weakness of one modality

through the exploitation of (perhaps many) others.

Any of these solutions would be welcome. However while they would address the

technical problem of template ageing, other problems could remain (recall that we do not

here intend to address commonly cited issues of privacy, data protection, proportionality,

and so on). For instance, solving the problem of template ageing would not by itself

address some of the underlying concerns illustrated by the Unique ID programme.

Ethical concerns are tied, not just to the technology, but to the procedures and protocols

supporting it. That some older people could not enroll is a technical problem to be

overcome; but that some were turned away is a procedural problem presumably

stemming from a lack of understanding (of the technology, of the program) on the part

of those turned away, and a lack of understanding (of best practice, responsibilities,

fallback procedures, etc.) on the part of those doing the enrolling. And these kinds of

issues are not restricted to the Indian experience (which we simply take as a high-profile

example)—to cite another case, the most frequent issue with the Australian ‘SmartGate’

system was not the technology per se, but travellers’ lack of understanding of the steps

involved in its use [ZD07].
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3 Toward a Solution

Biometrics offers a solution to the problem of providing a globally viable system of

identification. The question is how to address the technical and ethical difficulties posed

by ageing. Any solution to the problem of template ageing should take heed of ethical

issues. In particular, it should ensure that older people are not excluded from access to

societal goods.

Older people may experience exclusion in many ways: through societal isolation caused

by changing (perhaps worsening) family dynamics or a lack of mobility; from lack of

economic freedom which may be attributable to diminished earning capacity or

disproportionately low access to, say, online shopping; or from an increasing sense of

being out of touch with new technologies. Averting these issues involves developing

technologies that are accessible to older people in at least the sense that they can use or

interact with them without difficulty. If an older person is made to feel exceptional,

difficult, or problematic by a biometric system, they will tend to be unwilling or

uncomfortable in using it.

For example, suppose a biometric system used for border control fails to identify an

older passenger. At present, a likely scenario is that the person repeatedly presents their

feature, a frustrated queue forms behind, and eventually staff step in and confirm the

person’s identity independently. This experience could—and almost certainly would—

be embarrassing, humiliating, or stigmatizing in various ways. As such it would (if

replicated across many cases) exacerbate the exclusion of older people in society.

Worse, it would discourage older people from seeking to engage with other biometric

technologies. This encourages a form of self-exclusion whereby older people avoid

putting themselves in potentially humiliating positions, and thereby restrict their access

to those goods that are often mainly available via biometric identification (e.g. air

travel). This is a serious problem leading not only to isolation, but to ‘invisibility’

[MH10]; for if older people do not even engage with the technology, the problems can

appear far less significant or widespread than, in reality, they are.

Advances in template ageing techniques could fix this technical problem; or if the

problem is the reading of weak features, advances in scanner technology would be

necessary. While valuable, these advances would not address the underlying societal and

ethical concern, namely that the technology implicitly identifies older people as a

problematic group posing specific technical challenges. This categorization stems from

the history of the field of biometrics: a history in which older people really have been a

minority of users. It is thus understandable that the categorization should evolve this

way. But from the societal and ethical perspective, this rather deeply embedded view

ought to be overcome, for it contributes—albeit often only very subtly—to the exclusion

of older people. Ideally, a system would be so inclusive as to dispense entirely—in both

the technical account of how it works, and in the practical realities of how it is

implemented—with the concept of a ‘standard’, ‘normal’ or ‘optimal’ user.

Since different modalities are more or less suited to different users, the most obvious
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candidate technology is multi-modality. In calling on many modalities, a system would

be less likely to single out any particular group of users as unusual. A sufficiently

multimodal system would accommodate all users, excluding none (or nearly none).

Further, a system incorporating a subject’s age into its identification process would be

more desirable still. For it would be more nearly individually tailored. Using techniques

of agent-based and adaptive biometrics [Df12][Pn09][Rb09], it would be possible to

build a system allowing different margins of error in template matching, and different

weightings for the scores from each modality, depending on the age of the subject.

Widening margins of error for older people would tend to increase false acceptance

rates; but since different modalities are known to be more or less reliable for people of

certain ages, weightings can be adjusted accordingly to ensure the optimal calibration for

any user of any age. This would in theory provide a robust form of identification. It

would also obviate the ethical issue discussed above. No age group would be

problematized, for there would be no ‘normal’ calibration. The fact that people age, and

that change across time is normal, would be written-in to the design of the system.

We might imagine the system deployed at an airport. The passenger enters the passport

control area. They scan their biometric passport on the gate as they enter the

‘walkthrough’. Walking through, they are identified by, say, face, fingerprint, and iris.

Their passport having been read, the system will calibrate the margins of error for each

modality, and the matching score weightings, in accordance with their age. (Thus

perhaps the fingerprint match is allowed a far greater margin of error than the iris match;

and perhaps the iris image match score is given a higher weighting. Appropriate

calibration for each age-group is based on the latest research into template ageing.) At

the end of the walkthrough a decision is taken on the match between the data on the

passport and the images captured during the walkthrough. We can imagine further, that

relevant medical information could be contained in the chip on the passport. Hence if,

e.g., a passenger has had cataracts removed, and if this is known to render iris image

matching less reliable, this score can be given less weight for that particular passenger

(any such additional measures would necessitate the highest levels of privacy and data

protection, as well as informed consent).

Of course we provide here no more than a sketch of a hypothetical system. Our aim has

been to describe a system exemplifying one way in which the fact of ageing can be built

in to the design of a biometric identification system from the outset. In this way, no one

age-group—young, old, or anything in between—is singled out as ‘standard’ or

‘optimal’, and no age group is problematized. Moreover, the design of this hypothetical

system is guided by the initial problem, i.e. the need for a robust, globally viable, system

of identification, rather than by technical hurdles specific to a particular existing

technology. The system is designed with an eye to all users. This is very welcome from

a technical point of view—but from an ethical point of view also.
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