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Abstract: For decades now, IT technology has been used in the field of medicine and
healthcare. Developments in medicine led to a plethora of new diagnostic and imag-
ing possibilities and a flood of corresponding patient data. Nowadays, healthcare is
more of an inter-institutional joint effort than it ever was. In IT, the possibilies to pro-
cess, store and share data have seen a revolution. Both sciences try to keep up with
each other, but especially the in the days of ubiquitous networking, ensuring patient
data confidentiality has remained a challenge. With cloud computing, a new concept
comes along that could fundamentally change the way data is shared and exchanged in
healthcare: Low total cost of ownership, excellent scalability and data access without
borders of institutions or geographical limitations could provide great benefits. How-
ever, the question how to ensure data privacy in such a scenario becomes even more
complex. This paper proposes an architecture for a distributed data store based on
public cloud storage infrastructures, protected by rights management techniques. The
approach is evaluated by showing how it could be applied to the data exchange for the
newborn hearing screening programme in Berlin-Brandenburg.

1 Introduction

Computers have been used in medicine and healthcare for a very long time now. Medicine

is dependent on accurate information to enable doctors to make decisions and diagnoses

[Her02]. Storage, distribution, processing, connecting and presentation of information is,

in turn, the prime function of computers. Consequently, a lot has been said, researched

and tried out around the question of how computers can encode, interpret, structure, store

and retrieve different sorts of medical data. The operating systems research group at

Hasso-Plattner-Institut got hands-on experience with data encoding, structuring and trans-

mission of medical data by developing an adaptive communication middleware stack in

a telemedicine research project. This research project provides telemonitoring for heart

patients in rural areas of northern Brandenburg. These activites result in cooperations

with infrastructure providers such as Deutsche Telekom and device manufacturers like

GETEMED and BIOTRONIK. Our own publications as well as other related work are

listed in section 2.

With the advent of cloud computing [MG09], the way data is handled in general, changes

again. Up until a few years ago, state of the art for data availability and interoperabil-

ity was to provide a public interface to access the information stored in an institution.

With cloud storage and computing resources, data can be stored, shared processed, linked,

analyzed and searched on very powerful and scalable infrastructure. The application of
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