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Abstract: This paper presents a framework for modeling, simulating, and checking
properties of critical systems based on the Alloy language – a declarative, first-order,
relational logic with a built-in transitive closure operator. The paper introduces a new
dual-analysis engine that is capable of providing both counterexamples and proofs.
Counterexamples are found fully automatically using an SMT solver, which provides
a better support for numerical expressions than the existing Alloy Analyzer. Proofs,
however, cannot always be found automatically since the Alloy language is undecid-
able. Our engine offers an economical approach by first trying to prove properties
using a fully-automatic, SMT-based analysis, and switches to an interactive theorem
prover only if the first attempt fails. This paper also reports on applying our framework
to Microsoft’s COM standard and the mark-and-sweep garbage collection algorithm.

1 Introduction

Critical infrastructures such as E-Traffic, E-Energy, and Cloud employ various protocols

to ensure self-organization, self-reconfiguration, load distribution, and failure recovery.

Due to the size, heterogeneousness, and the highly-dynamic nature of those infrastruc-

tures, their protocols are often complex, and thus it is crucial to check their security and

functionality requirements not only after they are implemented and deployed, but also at

their early stages of algorithm design and refinement. This ensures that certain mistakes

are caught early, and thus can be fixed at a lower cost.

Lightweight formal methods [JW96] provide a promising framework for checking critical

software systems continuously in earlier stages. Alloy [Jac06], for example, provides an

expressive, declarative language that can be analyzed fully automatically. The language is

a combination of first-order logic and relational algebra, augmented with a built-in tran-

sitive closure operator which makes it particularly suitable for modeling structure-rich

systems such as network protocols.

Alloy has been used for checking security and functionality aspects of several resource

management, network communication, transportation, and security protocols, supporting

the contention that lightweight formal methods are feasible and economical for critical

systems. Case studies include a role-based access control security schema for protect-

ing the access to sensitive information and resources [ZWCJ03], the intentional naming

system for resource discovery in dynamic networked environments [KJ00], a pull-based

asynchronous rekeying framework for scalable management of group keys in secure mul-
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