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Abstract: Computer worms represent a serious threat for modern communication in-
frastructures. These epidemics can cause great damage such as financial losses or in-
terruption of critical services which support lives of citizens. These worms can spread
with a speed which prevents instant human intervention. Therefore automatic detec-
tion and mitigation techniques need to be developed. However, if these techniques are
not designed and intensively tested in realistic environments, they may cause even
more harm as they heavily interfere with high volume communication flows. We
present a simulation model which allows studies of worm spread and counter mea-
sures in large scale multi-AS topologies with millions of IP addresses.

1 Introduction

Communication infrastructures play a vital role in modern society. Our daily lives be-

come increasingly dependent on them and the services they provide. Computer worms,

however, are a serious threat in this regard. For example, Stuxnet was planned to disturb

nuclear facilities, but hit also control systems of energy providers [FMC11]. The damage

entailed by the Code-Red worm exceeds $2.6 billion [MSC02]. Furthermore, Weaver et

al. developed a theoretical worst case worm, causing $50 billion and more direct eco-

nomic losses [WP04]. SQL slammer infected 90% of the vulnerable hosts in only 10

minutes [DPV07]. Since computer worms spread this fast, it is not possible to stop them

manually. Consequently, there is the need for having autonomous counter measures and

capabilities to test them at hand. In most cases, experiments with a production system are

risky or infeasible, and results from a small test-bed cannot be extrapolated. Mathematical

models offer an alternative, but analytical solutions are hard to find and can often not be

computed efficiently. However, simulation offers the means to evaluate them. Thus, a tool

is needed to perform these simulations with the appropriate level of detail.

In this paper, we present an extension for NeSSi2 , the open source1 Network Security

Simulator [SBC+10]. The focus of NeSSi2 was the evaluation of net-centric intrusion de-

tection systems (IDS) in mid-sized telecommunication networks. In contrast, the extension

enhances the prior work by introducing topologies of multiple autonomous systems (AS)

with regard to RFC 1930. These are IP networks under the control of an ISP, connected

1http://www.nessi2.de
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