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Abstract: This paper gives an overview of security challenges and approaches for
Cyber-Physical Systems (CPS). CPSs are systems, e.g. in industrial or medical envi-
ronments, which connect physical elements to a public accessible network. By using
a wireless communication or internet routes physical fences are not longer a sufficient
barrier against malicious users or attackers. Classical approaches like IP-based fire-
wall or Intrusion Detection Systems (IDS) can not be used one-to-one for this class of
networks. The limited resources of sensors and actuators as well as real-time require-
ments ask for new approaches. Furthermore the approaches must run on the node itself
due to its unattended operation. This paper discusses very recent approaches towards
security in CPSs.

1 Cyber-Physical Systems and their Security Challenges

Sensor nodes used in modern industrial automation, medical systems, critical infrastruc-

ture protection or smart grid systems do more than collecting and processing data locally.

They forward their information to other nodes as well as to local or central monitoring

systems and cooperate in a complex and distributed network. These systems consist of

sensors, actuators, wireless and wired computing and communication devices. They link

the real world to the cyber world, in most cases to the Internet, and are called a Cyber-

Physical System (CPS). A major benefit of CPS is that its parts can be connected and

controlled from any place in the world, which helps to reduce cost, e.g. in the area of

automation control systems. The combination of cyber and real world is the prerequisite

for new applications, e.g. telemedical systems. The positive effects of CPS are unfortu-

nately tightly coupled with serious security challenges. By using wireless connections and

attaching small systems to the Internet, which have been run isolated in the past, formerly

physically protected systems can be attacked from anywhere. In the following we will

discuss new threats, present potential countermeasures and new research fields focused on

low power as well as wireless sensor nodes as the most vulnerable part of CPSs.

1.1 Design Constraints of CPS applications

The design of sensor nodes for industrial automation systems is mainly driven by the cost

factor, properitary protocols and availability, safety as well as dependability requirements.
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