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Abstract: Past studies have shown the unstability of unstructured peer-to-peer net-
works and in particular Gnutella. Because of this unstability, queries in these net-
works are inefficient. Furthermore, to keep the network stable, the protocols used
require huge bandwidth usage. One approach proposed by Gnutella conceptors is to
create two classes of servents: leaf nodes and ultrapeers. The core of the network
is preserved by the ultrapeers, while the leaf nodes remain at the periphery. Others
suggest to use random walks rather than flooding. We also see suggestions to build
communities to reduce traffic. In this paper, we investigate the possibility to use a dif-
ferent, yet complementary approach, where a node would only keep connections that
it deems “good”. Based on statistics collected on the Gnutella network, we show that
it is possible to rapidly determine whether a connection is good or not. The detection
of good connections uses two criteria: the duration of connection establishment time
and the number of messages received through the connection.

1 Introduction

Peer-to-peer (P2P) networks have been profusely studied in the recent past. The focus of

many of the research projects on this topic has been on ways to improve performance of

the network. Performance here is mostly measured by the efficiency of search operations

on the network and by bandwidth usage to preserve the network structure. This leads to a

dichotomy of P2P systems, namely, unstructured and structured P2P networks.

In unstructured networks (e.g., FreeNet [CSWH00], KaZaa [LRW03], Gnutella [Lim02]),

performances are not very good: bandwidth usage is usually atrocious [GDS+03, Rip01a,

Rit01, SGD+02, VBKJ02] and it is not guaranteed that one finds what he is looking for.

However, these networks require no authentication nor collaboration from the participating

peer which may be seen as an advantage in many contexts.

Structured networks (e.g., P-grid [Abe01], BALLS [LBK05], CAN [RFH+01], Pastry

[RD01a], PAST [RD01b], Expressways [ZSZ03], and others [KK03, MNR02, RLS+03,
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SMK+01]) were designed to offer efficient search mechanisms (often logarithmic in the

number of peers) while using as little bandwidth as possible. To achieve these perfor-

mances, peers must collaborate and therefore, some level of trust that peers will behave

properly is required.

There are circumstances that call for less structure and more freedom on the part of the par-

ticipating nodes. In these cases, unstructured P2P, and more specifically Gnutella protocol-

based networks, are appropriate, but their performances are not appealing. Indeed, differ-

ent studies have shown that the Gnutella network changes constantly [Rip01b, VBKJ02],

the average connection remaining open for a very short time. In [VBKJ02], the authors

indicate that in one of their experiments (using Gnutella v0.4 [Cli]), the median duration

of the 20,945 connections established over a 24 hour session was 0.17 seconds, while the

average was 31 seconds. This churn effect has a major impact on the performances of the

system. First, more effort is required to preserve the network. Second, it increases the

probability of failed searches, as results may not be properly routed back to the requesting

node.

Many approaches have been proposed to improve the performances of unstructured P2P

networks. There are solutions that focus on the stability of the network. For instance,

the Gnutella protocol itself was modified to limit the impact of churn. The idea is to

promote peers that stay connected for a long period to the status of ultrapeers (Gnutella

v0.6 [KM02]). The core of the network is preserved by the ultrapeers while other peers

(leaf nodes) remain at the periphery.

Other solutions are trying to improve search performances. Some approaches [CRB+03,

YGM02] propose the use of indexes to increase scalability of the network and reduce

search time. Others, such as [CFB04] and [SMZ03], will use a semantics-based connec-

tion selection process rather than the FIFO approach used by Gnutella to create semantic

communities, consequently improving search performances. Other techniques focus on

the reduction of network bandwidth consumption, such as the use of random walks in-

stead of flooding [LRS02].

In this paper, we focus solely on the problem of heavy churn at the Gnutella protocol level.

However, any reduction of churn will have a direct impact on the quality of searches, as it

results in a more stable network, whatever the semantic connection selection mechanism

used. Consequently, the solution we propose is complementary to other efforts to improve

search mechanisms. Specifically, we present simple selection rules for connections based

on TCP- and Gnutella-level statistics. The objective of these selection rules is to prune

bad connections (i.e., connections that are not expected to last) as early as possible to fa-

vor good connections, and consequently provide a more stable network. We assess the

quality of these rules using experimental data. These data were collected by instrumenting

a robust Gnutella client using version 0.6 of the protocol. In the next section, we provide a

brief overview of Gnutella and elaborate on the notion of good connections. Section 3 de-

scribes the experimental approach used to collect data. Descriptive statistics are provided

in Section 4, which also presents connection selection rules and assess their quality. We

then conclude the paper with a discussion on the results obtained in Section 5.
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2 Good Connections in the Gnutella Protocol

The Gnutella protocol allows peers (a.k.a. servents for server and client) to exchange

files without any central server acting as a catalogue or a dispatcher. A peer opens a user-

specified number of TCP connections with other peers. All communications in the network

occur through these connections. Hence, the Gnutella network is laid over the Internet.

In version 0.6 of the protocol, servents may be leaf nodes or ultrapeers. Leaf nodes may

only connect to ultrapeers. The number of such connections is user-determined. Ultrapeers

connect with other ultrapeers and allow leaf nodes to establish connections with them.

Again, the number of ultrapeer and leaf node connections allowed is specified by the user.

Nodes constantly make sure that the current number of active connections correspond to

the maximum number of permitted connections. This is how the peers stay connected to

each other. As experimental results show (see [VBKJ02] and Sect. 4), the median duration

of connections is low, thus yielding heavy churn. Consequently, a peer spends a large

portion of its active life reconnecting to the network.

The Gnutella protocol is very simple in that queries (message type QUERY) and keep-alive

(PING message type) messages are flooded in the network through the TCP connections

already established. The flooding process is controlled via a “time to live” (TTL) field

which is decremented at every intermediate peer. Answers to query (REPLY message type)

and keep-alive (PONG message type) messages are routed back to the originating peer; i.e.,

the answer follows the reverse sequence of TCP connections used for the query/keep-alive

message to reach its destination.

The ultrapeers form the core of the network and therefore must provide the most sta-

ble and reliable network possible. Clearly, establishing long lasting connections should

provide better stability and more reliability. Indeed, as replies are routed back through the

same TCP connections, should a connection be broken, all replies routed through that con-

nection are lost. It follows that the stability of the network and the efficiency of searches

is highly dependent on the duration of connections. Consider PING messages, which are

sent to keep track of the network composition. Should the average duration of connec-

tions be increased, the frequency at which PING are sent could be reduced. Furthermore,

the number of lost replies (replies that cannot be routed back to their origin because of

broken connections on the return path) will be reduced if connections remain open longer.

Therefore, a good connection is a connection that remains open as long as possible. As

this definition of good refers to some dichotomy, we simply fix a threshold to classify

connections as good (duration ≥ threshold) or bad (duration < threshold).

The problem is that we cannot tag a connection as good or bad until it is broken or until

it lasts long enough to surpass the threshold. However, it may be possible to estimate

quickly whether a connection will be good or not. The question then is to identify the

criteria that could be used to rapidly produce that estimate. And if such criteria exist, we

must determine if they are dependent on the user specified parameters. The next section

describes the experimental approach used to collect data on the Gnutella protocol that will

serve to identify selection criteria and assess the quality of selection rules.
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3 Data Collection

We wanted to collect data about Gnutella in the least intrusive manner. Consequently, we

used a publicly available servent (namely LimeWire [Roh01]) and instrumented it. We

did not change the operations of the servent. We simply added data collection routines

that enabled us to save detailed statistics about the servent, its network usage, all connec-

tions established, all messages sent/received. As such, our servent was seen as a regular

LimeWire servant on the network and behaved as such1.

The modified servent collected the following data each time it was executed:

• Statistics on all connections established: establishment time, duration, termination

code.

• Statistics on all messages received/sent: type, size, hopcount, TTL, date received.

• A list of all queries performed on the network while the servent was active.

• Statistics on the servent: bandwidth, horizon (number of reachable servents, files),

connections attempts, received messages, routed messages, sent messages.

In order to collect a significant amount of data, we ran our modified servent a number of

times and followed the experimental protocol proposed in [VBKJ02]. The experiments

are performed in runs, one run lasting 24 hours. In each run, two servents are started in

parallel, both servents being in the same mode either in leaf node mode or ultrapeer mode.

One servent, the benchmark peer, uses base parameters (the same for all runs) while the

other servent, the test peer, uses different user-specified parameters (see Tab. 1)2. A run

is decomposed in 24 executions of the servents; an execution lasts 45 minutes and two

executions are separated by a pause of 15 minutes.

4 Data Analysis and Results

Data was collected in the period from July 21, 2003 to August 25, 2003 using the above ex-

perimental approach. The total number of connections in each run varied between 15,274

and 21,107. For the twelve runs in ultrapeer mode, statistics for a total of 552,409 connec-

tion attempts were collected. Data were anonymized, removing any direct connection to

the actual IP addresses, but preserving partial IP class information.

Out of these connection attempts, only 98,107 were actually established. Fig. 1 presents

the cumulative distribution of the connection duration for these 98,107 connections; the

median duration is 2.2 sec. and the average is 409.3 sec, which is an order of magnitude

longer than previous measures for version 0.4 of the protocol. We also measured the time

1For obvious reasons, we did not share any content on the network. We only observed queries in transit

through our servent.
2Data from Run 4 are unavailable and therefore this combination of parameters will not be considered in this

study.
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Table 1: User-specified parameters
Leaf mode runs Ultrapeer mode runs

Connections Connections

to Run to from

Run ultrapeers Run ultrapeers leaf nodes

1 1 1 10 30

2 2 2 22 30

3 3 3 25 30

4a 4 4 28 30

5 5 5 30 30

6 7 6a 32 30

7 10 7 34 30

8 15 8 36 30

9 39 30

10 42 30

11 54 30

12 32 60
aValues for benchmark peer
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Figure 1: Cumulative distribution of connection
duration (in sec.) for established connections
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Figure 2: Proportion of good connections vs.
runs for test and benchmark peers

required to establish these connections; the median time to create a connection is 0.0 sec.

and the average is 0.250 sec.

In light of these statistics, we had to decide what constituted a good connection. Clearly,

this choice is arbitrary. However, we considered that a good connection had to remain

active for at least 30 seconds. Using this threshold value, we have 37.1% of connections

that may be classified as good in our sample. Fig. 2 provides the proportions of good

connections in each run for both the test and benchmark peers. This shows that there is a

“run effect” (the spikes in Runs 2 and 11) in the sense that the proportions are not stable

across runs, but are fairly similar for the benchmark peer and the test peer within a single

run. We compared the proportions of good connections of the benchmark and test peers

on a run by run basis. At the 1% level, the proportions are significantly different for Runs

1, 11 and 12 only, justifying the use of a benchmark peer as a control.

Our goal is to identify simple rules that can detect good connections as fast as possible.

With a view towards real applications, these rules should be simple, fast to compute, easy

to implement, and local (i.e., they can be performed locally by the servent).

Exploratory analysis using the aggregated benchmark peer data indicated that a bad con-
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Table 2: Cross-tabulation of duration time
and creation time (connections remaining after
1 sec.; benchmark peers)

creation (creation time)

0 (< 1 ms) 1 (≥ 1 ms)

Good connection 27713 8635

(83.4%) (32.7%)

Bad connection 5500 17770

(16.6%) (67.3%)

Table 3: Cross-tabulation of duration time and
activity (connections remaining after 1 sec.;
benchmark peers)

activity (# of messages)

0 (= 0) 1 (> 0)

Good connection 25829 10519

(55.3%) (81.5%)

Bad connection 20878 2392

(44.7%) (18.5%)

nection possesses in general two simple characteristics:

1. A longer time to establish the connection (creation time).

2. No activity through the connection early on, that is, no messages of any type are

received in the first few moments after the establishment of the connection.

Tab. 2 and 3 clearly demonstrate those facts. Tab. 2 presents the cross-tabulation of the

duration and a dichotomized version of the variable creation time. This variable, named

creation, takes the value 0 if the creation time is smaller than 1 millisecond (ms) and the

value 1 if it is greater than or equal to 1 ms. Note that ms was the unit of measure so it was

not possible to go beyond that. On one hand, we see that 83.4% of the connections with a

creation time less than 1 ms turned out to be good connections. On the other hand, 67.3%

of the connections with a creation time greater than or equal to 1 ms turned out to be bad

connections. It is important to note that in order to make it comparable with Tab. 3, the

classification of each connection was done 1 second after its establishment. Consequently,

the (bad) connections that did not last 1 second are not included in Tab. 2. For Tab. 3,

a binary variable named activity was created to reflect to the fact that no message at all

transited through the connection during the first second after its establishment (0) or that

at least one message of any type transited (1). We see that 81.5% of the connections having

any activity after 1 second turned out to be good connections compared to only 55.3% for

the connections not having any activity. It is clear from these two tables that both variables

discriminate between good and bad connections but that creation has more discriminating

power.

Tab. 4 shows that both variables could also be used together. It presents the same cross-

tabulation as Tab. 3 but only for those connections for which the creation time is greater

than or equal to 1 ms (creation=1). We see that 70.1% of the connections for which

creation=1 and for which no messages at all transited during the first second turned out

to be bad connections. Moreover, 54.1% of the connections for which creation=1 but

for which at least one message transited during the first second turned out to be good

connections. This combination of criteria could be used to recover some good connections

and increase the sensitivity of the rule. Even if the above tables show the results when we

classify a connection after 1 second, it is clear that different time windows can be used.

Based on the facts above, two simple rules were built. For both rules, the classification

of a connection occurs w (≥ 0) seconds after it is established so both rules are in fact a

family of rules that depend on the window length w.
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Table 4: Cross-tabulation of duration time and activity for connections with creation time ≥ 1 ms
(creation=1; connections remaining after 1 sec.; benchmark peers)

activity (# of messages)

0 (= 0) 1 (> 0)

Good connection 6998 1637

(29.9%) (54.1%)

Bad connection 16382 1388

(70.1%) (45.9%)
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Figure 4: Sensitivity and specificity of classifi-
cation vs. w for rules Aw and Bw (connections
remaining after w sec.; benchmark peers)

• Rule Aw: Automatically classify a connection as bad if it terminated before w sec-

onds. If the connection is still alive, classify it as good if its creation time is smaller

than 1 ms and as bad if it is greater than or equal to 1 ms.

• Rule Bw: Automatically classify a connection as bad if it terminated before w sec-

onds. If the connection is still alive, classify it as bad if its creation time is greater

than or equal to 1 ms and no messages at all have transited through it so far. Other-

wise, the connection is classified as good.

It should be clear that applying Rule A1 will not classify the connections in the same

way as applying A2 since some connections will be lost in the interval [1,2] and those are

automatically correctly classified as bad connections. Moreover, Rule A0 is identical to

rule B0.

Again using the aggregated benchmark peer data, Fig. 3 presents the proportions of good

classifications for both rules as a function of w. We see that waiting a little before making

a decision greatly improves the performance of the rules. The good classification rate is

under 60% with w = 0 and jumps above 85% for both rules when w = 1 (85.6% for

Rule A1 and 85.8% for Rule B1). At w = 2 seconds, we have good classification rates of

88.4% and 89.7% for rules A2 and B2 respectively. After that, the relative gain of waiting

more before making a decision about a connection is smaller.

In order to determine the quality of both rules, we will examine the sensitivity and speci-

ficity of the rules, where sensitivity is defined in our case as the proportion of good con-

nections that are well classified (it measures how well the rule detects good connections),

while specificity is the proportion of bad connections that are well classified. The values
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Table 5: Weighted distance between sensitity/specificity and maximum value (connections remain-
ing after w sec.; benchmark peers))

w (in sec.)

0 1 2 3 4 5 10 20

α = 1
3

Aw 0.434 0.237 0.213a 0.228 0.250 0.274 0.394 0.530

Bw 0.434 0.266 0.264 0.307 0.358 0.405 0.565 0.704

α = 1
2

Aw 0.394 0.237 0.219 0.231 0.247 0.266 0.362 0.474

Bw 0.394 0.250 0.243 0.276 0.317 0.356 0.490 0.610

α = 2
3

Aw 0.350 0.237 0.226 0.233 0.244 0.257 0.326 0.411

Bw 0.350 0.232 0.221 0.241 0.270 0.298 0.403 0.498
aValues in bold are the smallest for the corresponding rule

are calculated only for connections still alive after w seconds. Fig. 4 presents the sensitiv-

ity and specificity of the rules as a function of w. The sensitivity of Rule Aw is constant

because the set of good connections is always the same for every window length. The sen-

sitivity of both rules is 76.2% at w = 0. This means that 76.2% of the good connections

are well classified. The sensitivity of Rule Bw increases to 80.8% and 83.4% at times

w = 1 and 2 respectively.

For both sensitivity and specificity, the best value is 1 corresponding to perfect classifi-

cation. To qualify a rule for a given w, we calculate the weighted distance from speci-

ficity/sensitivity to the maximum value (= 1) as
√

α · (sens(Xw) − 1)2 + (1 − α) · (spec(Xw) − 1)2,

where sens(Xw) is the sensitivity of rule Xw, X ∈ {A, B}, spec(Xw) is the specificity

of rule Xw, and α is the relative weight given to sensitivity. Tab. 5 shows this measure for

different values of α.

As we favor good classifications of good connections over good classification of bad con-

nections, we prefer using α = 2

3
. In this case, we see that for w = 1 or 2, Rule Bw is

the most interesting. Recall that one of our goal is to classify a connection as quickly as

possible. In Tab. 5, the weighted distance values for B1 and B2 are fairly close to each

other for all values of α. Note however that the small gain in sensitivity and specificity is

obtained at the cost of a longer wait (in fact, double the wait in this case).

The performances reported above were obtained with the benchmark data. The next step

is to investigate if those performances are dependent on the user-specified parameters. Re-

call that in each run, data are available for a benchmark peer that always uses the same

user-specified parameters and for a test peer that uses different parameters. Rule B1 was

selected for this analysis, as it provides a reasonable compromise between quality of clas-

sification and wait. The rule B1 was applied separately for each peer and for each of

the 11 runs available. Fig. 5 presents the 22 proportions of good classification obtained.

For reference, the proportion of good classification (0.858) obtained with the aggregated

benchmark data is also shown on the graph. Apart from Run 11, the proportions seem

pretty stable. We compared the proportions of good classification of the benchmark and

test peers on a run by run basis. At the 1% level, the proportions are significantly different

for Runs 2 and 11 only. This indicates that the performance of the rule does not seem to

depend very much on the user-specified parameters.
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The sensitivities are depicted in Fig. 6 along with the one obtained with the aggregated

benchmark data (0.808). Once again, the sensitivity seems quite stable with the exception

of Run 11. Results are similar for specificities, as shown in Fig. 7, where 0.704 is the value

obtained for the aggregated benchmark data. Again, values are different only in Run 11.

5 Conclusions

The analysis performed clearly shows that a servent could apply a simple rule (such as

Rule B1) on all connections and only keep those classified as good, which could there-

fore increase the stability of the network. Consequently, the frequency at which PING

messages are sent could be reduced, hence having a direct impact on bandwidth usage.

Furthermore, the increased stability should reduce the number of wrongly aborted replies,

as more replies should reach the originator of the request.

This conclusion is further supported by results obtained in a previous study [TBK06],

where the authors demonstrated that for the same data set, the message traffic of the

Gnutella protocol is self-similar3. Hence, a short time interval should provide sufficient

information to predict the behavior over a long period. This is especially true when con-

3Self-similar traffic is defined as traffic pattern that is invariant against changes in scale or size [LTWW94,

Sta98].
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sidering the activity variable, as no activity early on leads to little or no activity later.

The implementation of rule Bw is fairly simple. Every time a connection is attempted, we

can record the creation time. Then, once the connection is established, we launch a timer

thread that will expire after w seconds. If no messages are received through the connection

after that delay and the creation time was longer or equal to 1 ms, the connection is closed.

We observed that a large number of connection attempts have a very long connection time

which roughly corresponds to the TCP layer time out. Consequently, it may be argued that

connections that take a long time to establish are on less stable routes, and therefore are

more likely to produce time-outs. It also follows that any traffic on these connections will

also be difficult to maintain, once established, as it will follow the same route to reach its

destination. Hence, by closing those connections with a long connection time and no traffic

early on, we basically prune connections that will always show difficulties. Indirectly, this

may lead to some form of clustering in the network, where closer nodes stay connected.

In this case, closeness is related to round-trip time rather than actual distance.

In this paper, we presented a simple approach to detect good connections in the Gnutella

network, based on empirical evidence. We claimed that by only keeping such good con-

nections, network stability and search efficiency would be improved. We also speculated

that long connection times lead to bad connections, as long connection times are symp-

tomatic of bad routes. We did not, however, provide any empirical results that would

directly support these claims and speculations. Clearly, more work is required in that

respect and should be addressed in future studies.
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